VIA FIRST CLASS MAIL AND FACSIMILE (1-518-474-1513)
Governor Eliot Spitzer

The Executive Chamber

State Capitol

Albany, NY 12224

SUBJECT: The Harm to National Security from Implementing REAL ID

Dear Governor Spitzer,

I am writing to address the national security implications of New York State’s plan to implement the REAL ID Act so that certain non-citizens will be unable to obtain REAL ID driver’s licenses and identification.  I am very much opposed to the REAL ID Act because it will harm national security by setting up a two-tiered system for driver’s licenses and identification cards that will result in fewer adults obtaining licenses and ID cards.  When REAL ID is implemented, fewer people living will be able or willing to obtain state-issued licenses and ID cards, and law enforcement will lose valuable information on adult residents of New York State.

I am writing in my personal capacity only, and my views do not necessarily represent the views of any government agency or bar association.   By way of background, however, I am an attorney admitted in Alaska, and I am the incoming chair of the International Security Affairs committee of the Association of the Bar of the City of New York.  As a Lieutenant Colonel, Military Police Corps, US Army Reserve, I am currently assigned as an Individual Mobilization Augmentee (IMA) (Associate Professor) in the Department of Social Sciences, US Military Academy, West Point, NY.  I earned my bachelor's degree in Government (International Relations) at Harvard-Radcliffe (1985); my Juris Doctorate at Harvard Law School (1992); and a Master's in Public Administration at the John F. Kennedy School of Government at Harvard University.  I am also a 2006 graduate of the Army War College, which awarded me a Master of Strategic Studies degree.  I was an Assistant and Associate Title 10 Professor in the Department of Law at West Point from 2001-2006.  I am a nationally-recognized expert in issues related to immigration and citizenship law and have testified on these issues before Congress.  I also recently co-authored a paper on the connection between immigration and national security; the paper is available on the website of USMA's Combating Terrorism Center, http://www.ctc.usma.edu/ and is soon to be published by Homeland Security Review and in a different form, by the Georgetown Immigration Law Journal.  Again, this information is to give you my background; the views expressed here are solely my own.

In my view, denying driver’s licenses and identification documents to noncitizens who can prove their identity undermines rather than enhances national security by pushing a large undocumented foreign national population deeper into the shadows and fueling a black market in false documents.  Moreover, such restrictions weaken the potentially invaluable law enforcement utility of Department of Motor Vehicles (DMV) databases by reducing, rather than expanding, government data about individuals in this country.  The so-called security benefits of denying licenses do not justify the restrictions that many would like to impose.  The REAL ID system, which denies a REAL ID to many non-citizens and offers them only the alternative of a “Scarlet A” license identifying them as “second class” members of the community, will also push unauthorized persons further into the shadows.

The principal benefit that many people cite when arguing for restrictions on licenses is that such restrictions will lessen the vulnerability of this nation to terrorist attacks.  In fact, this is not the case, and I have written a paper that explains this misunderstanding in detail.
 I am attaching a copy of this paper to this letter.

The 9/11 hijackers did not apparently use false identities when committing their terrorist attacks.  All had unexpired foreign passports, all had obtained US visas, and all but one had unexpired I-94 cards or had filed change of status applications that legally extended their stay in the United States. Only one hijacker was unlawfully present in the United States at the time of the attack.  It is true that they applied for numerous State driver’s licenses and identification cards; but without those documents, they could still have carried out their attacks by using valid documents that they had already in their possession when they entered the United States.

If they had used these documents, of course, the post-attack investigation would have been significantly hampered, because there would not have been much information about their residences, travel, or acquaintances available in State and Federal databases. It is also important to note that terrorist attacks are not carried out solely by unauthorized aliens or aliens who cannot obtain driver’s licenses; they are often carried out by United States citizens and other persons lawfully present in the United States.  

Restricting licenses and IDs so that few non-citizens can obtain them makes it more difficult for government to locate and track foreign persons present in the United States. Foreigners who cannot easily obtain state driver’s licenses or other forms of U.S. identification will now likely utilize their home country driver’s licenses and IDs, or international driving permits and so-called “international driver licenses.”  Since none of these documents is tracked in a state or federal database, restrictions on licenses—ironically—leave both state and federal governments with less information on foreign persons present in the United States.

Arguments in favor of requiring driver’s license applicants to prove lawful immigration status have popular surface appeal. Proponents of such “restrictive licensing” contend that undocumented immigrants have violated the law and should not be rewarded with a license.  Moreover, the license, it is claimed, provides a cloak of undeserved legitimacy that allows the would-be terrorist to enjoy the benefits of American citizens.  But moving beyond the superficial appeal of these considerations, the arguments in favor of licensing all persons in the United States who can establish their identity in a credible fashion, regardless of immigration status, are far more compelling from a national security and public safety perspective.

Over time, and in the absence of a U.S. national ID card, the driver’s license has moved far beyond its original purpose and has assumed importance as a universally-accepted identity document.  This trend has led to legitimate concerns about the integrity of the licensing process and the need to reduce opportunities for identity fraud that can be exploited by terrorists.
  Consistent with this approach, and the recommendations of the 9/11 Commission, state motor vehicle agencies have been taking steps to ensure that the driver’s license applicant is who he or she claims to be.  

Contrary to what many assume, however, immigration status bears no inherent relationship to an applicant’s ability to prove identity.
  Additionally, many immigrants who are out- of- status possess reliable and credible identity documents.
  Accordingly, denying licenses to undocumented immigrants who are in a position to present credible identity documents promotes neither integrity nor security in the process.  To the contrary, denying licenses impedes these goals significantly.

Though touted as a security measure, the restrictive licensing provisions defy basic principles of counterterrorism security.
  The Report of the 9/11 Commission established the overarching importance of effective intelligence-gathering and information-sharing in preventing terrorist acts.  Restrictive licensing only widens gaps in intelligence gathering by excluding from motor vehicle databases millions of  non-citizens who are lawfully in the U.S. and millions more who have no lawful immigration status.  This deprives law enforcement of valuable opportunities to screen individuals, confirm their identity, and develop intelligence on who is in our country.  Indeed, information from the driver’s licenses of the hijackers was invaluable after 9/11 in tracking where the terrorists had been in the United States and with whom they had associated.
  This information was also used to prosecute many individuals who would not have been discovered otherwise.

Finally, restrictive licensing fuels a black market in fraudulent documents.  It increases the incentives for fraud in the driver’s license application, issuance, and production process by transforming the license into a de facto immigration document, which artificially inflates its value.  This, in turn, contaminates driver’s licensing and other databases and undermines their integrity and utility in protecting our security.

Please contact me if you need any further information.  I appreciate the opportunity to share my views with you.

Sincerely,

Margaret D. Stock
� See, e.g., Margaret D. Stock, “Driver Licenses and National Security, Myths and Reality, 10 Bender’s Immigration Bulletin 422 (Mar. 1, 2005), available at � HYPERLINK "http://www.lexisnexis.com/practiceareas/immigration/pdfs/web785a.pdf" ��http://www.lexisnexis.com/practiceareas/immigration/pdfs/web785a.pdf�


� See Public Discourse Project Fact Sheet, �HYPERLINK "http://www.9-11pdp.org/press/2004-12-03_factsheet.pdf"��http://www.9-11pdp.org/press/2004-12-03_factsheet.pdf�  (last visited May 8, 2007).





� In fact, many U.S. citizens apply for driver’s licenses using false documents and fraudulently assume the identity of other persons in order to obtain licenses.


 


� The U.S. government implicitly concedes the reliability of these documents by relying upon them as proof of foreign nationality for purposes of deportation.





� See Statement of Kim Taipale, Executive Director of the Center for Advanced Studies in Science and Technology Policy and Director of the World Policy Institute's Program on Law Enforcement and National Security in the Information Age, “Not Issuing Driver's Licenses to Illegal Aliens is Bad for National Security,” Dec. 17, 2004, � HYPERLINK "http://releases.usnewswire.com/GetRelease.asp?id=40902" ��http://releases.usnewswire.com/GetRelease.asp?id=40902� (last visited March 9, 2005).


 


� American Ass’n of Motor Vehicle Administrators, Access to Drivers License & Identification Card Data by Law Enforcement, October 2003, available at � HYPERLINK "http://www.aamva.org/Documents/idsIDSecurityFrameworkAppendices278303.pdf" ��http://www.aamva.org/Documents/idsIDSecurityFrameworkAppendices278303.pdf�  (“The 19 terrorists obtained driver licenses from several states and federal authorities relied heavily on those images for the identification of the individuals responsible for the horrific criminal acts on that fateful day” (emphasis added)).





� See Margaret D. Stock, “Driver Licenses & National Security: Myths and Reality,” 10 Bender’s Immigration Bulletin 422 (Mar. 1, 2005).
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