
  

 

 

2022 Legislative Memorandum 

Subject: Supporting A.84/S.296 to Prohibit the Use of Reverse Warrants 

  

LatinoJustice PRLDEF (“LatinoJustice”) writes in support of A.84(Quart)/S.296(Myrie) to 

prohibit the use of reverse location and keyword search warrants. LatinoJustice is a New York-

based national civil rights organization that works to change discriminatory practices against 

Latinxs via advocacy, litigation, and education. We have a track record of investigating and 

challenging both rogue and systemic police practices that infringe upon the rights of Latinxs.   

 

Reverse location and reverse keyword warrants are a part of the expanding digital dragnet that 

entangles entire communities in the criminal justice system without individualized and specific 

suspicion of wrongdoing. They result in the exposure of dozens to thousands of people’s private 

information to law enforcement for mere presence in the vicinity of a particular area within a given 

timeframe or for entering certain words or phrases into a search engine. By harnessing the limitless 

digital data troves collected and warehoused by the private technology industry, modern police 

departments can access millions of data points that together reveal “the whole pattern of life”1 at 

a fraction of the cost of traditional surveillance programs.2  

 

In addition to violating the U.S. and New York State Constitutions’ privacy and reasonable search 

protections, reverse geolocation warrants pose heightened risks to the communities of color that 

have historically been subject to disparate police overenforcement.3 Whereas traditional search 

warrants target data for a single person, cellphone or account, reverse warrants fish for the 

information of all individuals who happen to be in the proximity of a particular block or 

neighborhood within a given time frame. Given the legacy of racially segregated localities and 

school districts in New York State,4 location tends to strongly correlate with race, ethnicity, and 

class.5 Reverse warrants thus risk exacerbating the long-standing disparities endemic to policing 

especially when deployed in highly segregated areas, for example a predominantly Black 

residential area in Syracuse,6 a majority Latino neighborhood on Long Island,7 or the area 

surrounding a major mosque in Queens.8  

 

Likewise, reverse keyword warrants can also have the effect of disproportionately targeting an 

entire minority community where the keyword is tied to a particular ethnic or linguistic group. For 

instance, in November 2021, Reuters reporters exposed the Suffolk County Sheriff’s Department’s 

ongoing use of AI surveillance to data mine prison phone conversations in a potentially 

discriminatory manner. Under this program, the Sheriff collects and scans “as many as 600,000 

minutes per month,” and with the help of AI, runs the calls through keyword searches. Tellingly, 

many of the words searched have had “multiple or benign meanings such as ‘mara,’ which can 

mean gang or simply a group of friends.”9  

 

LatinoJustice’s own review of these public records revealed that Spanish keywords searched by 

the Suffolk County Sheriff’s Department appeared more likely than English words to be overbroad 

and general, rather than specifically related to a criminal act. For instance, whereas English 

keywords included gun and murder, Spanish keywords included dulce (sweet or candy) and 



 

 

muñeca (doll or wrist). This example illustrates the potential disparate impact that a keyword 

search can have: If detectives search for a word that is commonly used by Spanish speakers in 

normal everyday contexts, the result is that Spanish speakers will be more likely than English 

speakers to have their privacy violated for making a benign everyday Google search.    

 

To be sure, suspicionless, racially and ethnically disparate domestic spying based on geolocation 

and language patterns have been a part of the American surveillance playbook for decades. Though 

our contemporary surveillance infrastructure has grown to unprecedented reach and capability, law 

enforcement agencies have long attempted to create this type of ubiquitous presence in private and 

public space to monitor and surveil minority communities deemed inherently suspicious or 

threatening. Through networks of cameras and microphones, legions of confidential informants, 

and databases from which to create “hot spot” maps and social network analyses, intelligence 

agents and euphemistically named “community liaison officers” have infiltrated, surveilled, and 

stigmatized mosques,10 Central American neighborhoods,11 and Black-led civil rights 

organizations.12  

 

For instance, we are readily reminded of opaque surveillance programs like the decade-long NYPD 

initiative to monitor anyone in the proximity of a so-called “Muslim hot spot.” Based on the flawed 

theory that routine practices of the Islamic faith constituted “indicators” of radicalization, for over 

a decade, intelligence agents collected photographs of worshipers, charity organizers, and students; 

infiltrated mosques with confidential informants and recording devices; and listened for and even 

provoked the use of pre-determined keywords or topics like jihad, meaning “struggle” in Arabic. 

Through the NYPD’s “Muslim Surveillance Program,” the ebb and flow of everyday movements 

and conversations were collected into data points to be analyzed and picked apart by investigators. 

Yet not one genuine lead ever materialized from these intrusive means.13 

 

Similar racial disparities have been documented in other routine NYPD practices.  For instance, 

the NYPD remains under a federal monitorship for racial profiling in pedestrian stops.14 It has also 

been widely criticized by the public, as well as by independent observers and members of the New 

York City Council, for its maintenance of a so-called “gang database” that consists of over 90% 

people of color.15 In a recent opinion by the First Circuit, the court scolded the Boston Police 

Department’s similar database, emphasizing that “the fact that the young men were all Hispanic 

does not permit an inference that any, or all, of them were gang members.”16 Given this track 

record of racially disparate policing, it is all too likely that given the opportunity to use reverse 

warrants, the NYPD will use them to target communities of color.  

 

Similar concerns apply to other law enforcement agencies throughout the state. For instance, the 

Suffolk County Police Department remains subject to a U.S. Department of Justice consent decree 

that was put in place pursuant to a federal investigation into the County’s practice of disparate 

policing of Latinxs, failure to investigate hate crimes against Latinxs, and failure to take Latinx 

victims seriously.17 To date, the County remains under challenge for failing to end its 

discriminatory practices against Latinxs.18 Other suburban New York police departments are also 



 

 

subject to ongoing DOJ investigation for discriminating against Black residents, including most 

recently, Mount Vernon Police Department.19  

 

Given the persistence and prevalence of racially discriminatory policing in New York State, paired 

with continuing de facto segregation, we must be extremely critical of any new technology that 

would drastically expand law enforcement’s ability to fish for suspects out of an ill-defined 

geographic or linguistic pool. New York State must not tolerate the kind of suspicionless targeting 

of communities based on geography and language patterns that reverse warrants enable.  

 

LatinoJustice affirms its strong support of A.84/S.296 and urges lawmakers to pass it 

without delay. 
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