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NYCLU comments on the New York e-Health Collaborative's standardized
consumer consent policies and procedures white paper

General introductory comments:

NYCLU would like to thank the New York Health Information Security and Privacy
Collaboration (HISPC) for considering the following comments. NYCLU fully endorses
the comments and suggested alternatives submitted by the HIV Consumer
Representatives from the NYS Department of Health AIDS Institute. The following
comments should be considered supplementary to that submission. The NYCLU
appreciates the thoughtful effort that has gone into drafting this White Paper, and
appreciates the consideration of given to the privacy concerns that we and others raised in
response to the HISPC White Paper. We hope to continue to provide feedback and
technical assistance with these privacy concerns as this process continues.

Pages 6-7, Lines 29-29 (p.6) and 1-7 (p.7)

Comments/criticism:
Both the New York eHealth Collaborative and the Statewide Collaboration Process
should include consumer representation.

Suggested alternatives:
None.

Page 18, Lines 10-13

Comments/criticism:
The document states that a mandate to structure RHIOs in certain ways would "stifle
innovation, such as new business models designed to create integrated data sets
comprised of data contributed by multiple providers to support disease management and
other quality interventions." In the HISPC White Paper that was released Sept. 16,2008,
the solution to competing privacy and consumer protections concerns was to create a
"cohesive state regulatory framework that applies directly to RHIOs." In our comments
in response to the HISPC White Paper, we noted that "In the absence of such a
framework for adequate accountability ... operation of such entities poses an unacceptable
risk of break of patient privacy."

Suggested alternatives:
As we mentioned in our comments to the HISPC White Paper, patient privacy and
accountability should trump the concern about innovation. In no circumstances would
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implementation in the absence of a regulatory or legislative framework be acceptable
solution. The policy must specify that RHIOs must be structured in a fashion that ensures
uniformity, accountability, and protection of patient privacy, using existing law as a floor.
In no circumstance should they be permitted to operate in a fashion that evades the
operation of existing privacy protections. Should new, specific regulations or laws be
required to ensure these protections apply to a particular entity, then the state should not
permit that entity to participate in the program prior to enactment of such a statutory or
regulatory scheme. That entity should not be permitted to commence operations until it
is clear that it is subject to confidentiality obligations that are at least as stringent as those
that apply to covered entities under existing law.

Comments/criticism:
NYCLU strongly supports the requirement of affirmative consent for access to health
information as opposed to an opt-out system favored by some and described on page 42.
We do believe, however, that with regard to sensitive information, affirmative consent to
upload information to RHIOs should be obtained from patients on the front-end as well.
As we previously noted in our comments to the HISPC White Paper, because sensitive
health information is not defined, and because the sensitivity of health information may
vary from person to person, the only way to ensure that a patient has the right to withhold
that information from future health care providers is to protect it on the front-end, prior to
entry into the RHIO systems. Abortion is a prime example of this type of information.
Not specifically protected by the requirement of separate written consent for release of
information pertaining to such care, abortion care is the kind of care that a patient may
wish to restrict from entry into the RHIO system. Particularly in light of the fact that
providers can "break the glass" in emergency systems to access information that a patient
has not consented to release, patients should have the ability to prevent information that
they deem sensitive from entry into the RHIO system. See also comments below
regarding page 33, lines 5.

Pages 21, 27 and 29, Lines 7-10, 11-14 (p.21); 28-38 (p.27)

Suggested alternatives:
NYCLU believes that subpoint 3) on page 21 should read: "Providers and payers may not
convert paper medical records into electronic form or upload or convert health data to a
RHIO for storage without patient consent." In the alternative, we believe that the point
should read: "Providers and payers may convert paper medical records into electronic
form or upload or convert health data to a RHIO for storage only without patient consent,
except for those records that patients have indicated they wish to keep private." Page 27:
Strike lines 32-36 beginning with" oo. some provider organizations may ... through
neither mandated nor prohibited." The sentences should read: "To address these
concerns, provider organizations may not transfer data to the RHIO unless a patient signs
a consent permitting the organization to share his or her information through the RHIO.
This approach means that a consumer's information would not be converted or accessed
unless he or she signed a consent from the data supplier."

We recognize that this is a significant departure from the recommendations regarding
data upload and conversion that are currently being considered. In the alternative, we
suggest that providers be required to inform their patients of their ability to protect certain
information deemed sensitive by the patient. If this latter option is chosen, this section
would read: "To address these concerns, provider organizations must inform patients that
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they can elect to protect health information that they deem sensitive and prevent such
information from being uploaded and converted to the RHIO. This approach would mean
that a consumer's information would not be converted or accessed if he or she states that
he or she would like to keep specific information private." On page 29, NYCLU would
favor the changes delineated above that are applicable to page 21.

Pages 24 and 31, Lines 8 and 29 (p.24); lines 35-40 (p.31)

Comments/criticism:
NYCLU strongly opposes the use of health information kept by RHIOs to be accessed for
any commercial or marketing purposes. There has been no justification given in neither
this White Paper, nor the previous HISPC White Paper for allowing access to personal
health information for commercial or marketing purposes.

Suggested alternatives:
The document should make clear that RHIOs are prohibited from releasing any health
information to private entities for commercial or marketing purposes. The release of
personal health information should be for the purposes outlined in this document only:
improved health care, quality assurance, reducing costs, ensuring health care coverage,
and allowing public health officials to monitor health trends and identify problems.
There is no public benefit to allowing such information to be used for commercial
purposes or marketing. At a minimum, institute a "level 3" consent that is specific to
marketing, to permit individuals to consent to medical research who may not wish to
consent to marketing.

Page 26, Lines 33-37

Comments/criticism:
NYCLU supports the limitation on data sharing contained in the document, specifically
that "only staff assisting with the consumer's treatment, quality improvement, care
management activities, and/or insurance eligibility reviews may be granted access if the
consumer has signed a Levell consent. "

Suggested alternatives:
None.

Page 28, Line 11

Comments/criticism:
In order for providers to "break the glass" in medical emergencies, all of the conditions
listed must be met.

Suggested alternatives:
Line 11 should read: "... to access his/her information, if all of the following conditions
are satisfied."

Page 28, Lines 8-24

Comments/criticism:
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NYCLU believes that there should be a prohibition on re-disclosure of information
obtained from RHIOs via the "break the glass" provision for medical emergencies.

Suggested alternatives:
Add a bullet point that states: "The provider signs a form that states that redisclosure of
health information obtained under this provision is prohibited."

Page 29, Lines 12-31

Comments/criticism:
In our comments to the HISPC White Paper, we noted that there was no explicit
exception for medical emergencies to the rule that information uploaded or converted to a
RHIO is not accessible to third parties absent patient consent. We seek clarification on
this point.

Suggested alternatives:
Document should be amended to add the sentence "Information uploaded to a RHIO will
not be viewed by other entities absent the patient's consent, except in medical
emergencies. "

Page 33, Lines 1-5

Comments/criticism:
NYCLU strongly believes that because affirmative consent is only required to access
information (the back end of the process) and not to upload information, that this leaves
patients vulnerable to having sensitive medical information that they would prefer to keep
private included as a part of all of their health care information. Under the system being
proposed, they would have only the option of disallowing future providers access to their
entire medical record, when excluding certain parts, or even a single piece, of their health
information would suffice. Again, abortion provides a prime example. An adult woman
who obtains an abortion without medical complications and wishes to keep that
information private from her family doctor, but wants her family doctor to have access to
her entire medical record, is left with no option but to deny her family doctor access to
her entire record.

Suggested alternatives:
All providers should be required (not merely permitted) to offer patients the opportunity
to opt out of uploading any or all of the information in the first instance, as well as at the
point of access by a third party.

Page 33, Lines 17-21

Comments/criticism:
Although the White Paper mentions emancipated minors, it fails to make clear that rules
relating to release of medical information through RHIOs for minors consent services
apply to minors who are emancipated. It also omits to mention that under law, certain
categories of minors, including pregnant minors, minors who have children, minors who
are or have been married, and minors who are or have been in the armed forces, are
legally able to consent to all forms of medical care (not just family planning, STI testing
and treatment, and reproductive health care).
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Suggested alternatives:
The paper should specify that medical care provided to such minors is included in
"minors consent services," and should explicitly state that the rules relating to release of
medical information through RHIOs for minors consent services apply to minors who are
emancipated, as well as to minors who Ca)are or have been married, (b) are pregnant, (c)
have children, or (d) are or have been in the armed services.

Page 33, Lines 23-24

Comments/criticism:
The Paper states that parents or guardians "cannot consent on behalf of the minor" for
"minor consent services." The Paper should specify that not only are parents or
guardians not legally authorized to consent for release of data pertaining to minor consent
services, RHIOs must not ask parents to consent for release of data pertaining to such
services. Without such clarification, there is a risk that a RHIO may inappropriately seek
parental consent for release of data pertaining to minors consent services, thus breaching
the minor's confidentiality for those services that is guaranteed by law.

Suggested alternatives:
This line should be amended to read: "The parent or guardian cannot consent on behalf of
the minor in these circumstances, and the RHIOs must not contact the minor's parents to
seek consent under these circumstances."

Page 33, Lines 30-33

Comments/criticism:
The document states that "It is not permissible for a provider organization to obtain the
minor's consent to disclose minor consent information in connection with the provision of
other health care services for which a parent or guardian is providing informed consent
for treatment." The NYCLU would like to bring to your attention that there is a provision
in New York law that allows a minor who is over twelve to object to the release of
medical information about care for which his or her parent or guardian consented; a
provider is authorized to withhold that information to the parent if the provider believes
that disclosure to the parent would not be in the minor's best interests. See N.Y. Public
Health Law section 18 (3)Cc). Ifparents are not automatically able to access such records
over the objection of the minor, then this raises the question of whether parents should be
given blanket authority to consent to the release of their children's health records to third
parties without providing minors with the opportunity to object.

Suggested alternatives:
This existing provision in the law will complicate how such records are released to
RHIOs and should be considered when the workgroup mentioned on page 34 meets.

Page 34, Lines 7-8

Comments/criticism:
NYCLU is strongly opposed to the establishment of a minimum age at which a minor's
consent becomes necessary before release of his or her health information. New York
law does not establish a minimum age at which minors can consent to their own medical

5



care for reproductive and sexual health services. This is based on the strong public policy
justification that it is more important that minors, no matter their age, receive the
necessary medical care, even in situations where they do not wish to involve their
parents. There is no bottom age set in law for the simple reasons that Ca)the legislature
has made a judgment that minors need to get this care no matter their age, provided they
are able to provide informed consent, and (b) minors mature at different rates.

Suggested alternatives:
If such a work group is established, the NYCLU would like to be included in the team of
expert stakeholders that are convened to discuss this issue. As the premier legal
organization focusing on the rights of minors to access medical care in New York State,
the NYCLU would have much to contribute to this process.

Page 34, Lines 13-16

Comments/criticism:
While this section of the White Paper purports to deal with how information is shared
with treating providers rather than parents, the Paper also acknowledges that RHIOs will
play a role in improving access to consumers to their own health records Csee p. 10). For
this reason, extra care must be taken to ensure that systems are in place to prevent
information about minors consent services from being released inadvertently to parents,
who may be otherwise qualified to access their health records as a whole.

Suggested alternatives:
None.

Page 45, Lines 29-31

Comments/criticism:
Sensitive health information should include the term: "sexual health" in addition, which
encompasses more than just reproductive health. Also, current medical terminology is
Sexually Transmitted Infections (STI), it is no longer Sexually Transmitted Diseases
(STD).

Suggested alternatives:
Add the words "sexual and" to the sentence" ... Alcohol and substance abuse, sexual and
reproductive health ..." and STD should be changed to STI, which is the correct term.
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