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        April 16, 2015 
 
 
Dear Principal: 
 

The New York Civil Liberties Union is dedicated to advancing and protecting the rights 
guaranteed to New Yorkers by the federal and state Constitutions. We write today to urge you to 
consider carefully how your school will manage student privacy now that the citywide ban on cell 
phone possession in schools has been lifted. We further urge that you consider adopting the 
NYCLU’s model policy, which is enclosed with this letter.  

 
For nearly a decade, the cell phone ban served as a flashpoint for confrontation between 

students and school personnel and imposed needless burdens on parents who needed to 
communicate with their children before and after school. Now that the ban has been eliminated, 
we urge you to issue clear guidance to your students, parents, faculty and staff explaining and 
limiting the circumstances when the contents of confiscated cell phones may be searched. We are 
enclosing a model policy with this letter. 

 
Among the most intrusive searches that can take place in a school setting is a search of a 

student’s cell phone (or “smart” phone). As technology and storage capacity have advanced, the 
amount of personal data on such devices has increased exponentially. As the Supreme Court has 
observed, cell phones allow individuals to “keep on their person a digital record of nearly every 
aspect of their lives—from the mundane to the intimate.”1  

 
Individual schools across the City have been tasked with setting their own policies 

regarding student possession and use of phones in school. Students’ constitutional rights, however, 
do not vary from one school to the next. A violation of a school’s cell phone policy may lead an 
educator to seize the phone.  But, the question of whether the educator may search the contents of 
the phone that has been seized is more complicated.  The serious privacy interests and inherent 
intrusiveness of such searches cast doubt on their constitutionality.  
 

Based on current case law, school policy should allow for searches only when there is 
reasonable suspicion that a serious and/or potentially dangerous violation of the law or a school 
rule has occurred and there is reason to believe that evidence of the violation will be found in the 
contents of the phone. In addition, searches of cell phone contents must be restricted in scope only 
to those applications or files that are likely to contain evidence of the violation. For example, if a 
school has reasonable suspicion that a student used his or her cell phone to record a fight that 
occurred on school property and the student refuses to provide school officials with access to that 

                                                
1 Riley v. California, 573 U.S. ___, 134 S.Ct. 2473, 2490 (2014).  



   

recording, that suspicion should only justify a search of the student’s videos; it should not justify a 
search of the student’s text messages, notes, or other applications on the student’s phone.  

 
Finally, the policy must strictly prohibit the use of a confiscated cell phone by school 

personnel to contact anyone, pursuant to a school investigation or otherwise.    
 
The Supreme Court has held that a warrant is generally required before police can search 

the contents of a cell phone.2 In its opinion, the Court considered the pervasive nature of cell 
phones in modern life and rejected the notion that these devices are akin to other types of property 
generally to be found on one’s person.3 Indeed, the Court stated that “[m]odern cell phones, as a 
category, implicate privacy concerns far beyond those implicated by the search of a cigarette pack, 
a wallet, or a purse.”4 The Court further remarked that a brief search of a cell phone may expose 
far more information than even the most exhaustive search of a suspect’s house.5 Other courts 
have applied similar reasoning to searches of student cell phones by school personnel.6   
 
 For these reasons, we recommend your school adopt a clear policy delineating 
circumstances when a phone may be confiscated and when its contents may be searched. Please 
consider basing such a policy on the NYCLU’s enclosed model policy. 
 

We thank you for your attention to this matter. Please feel free to contact Michael Sisitzky 
at msisitzky@nyclu.org or (212) 607-3386 with any questions.  

 
 

Sincerely, 
 
 
Donna Lieberman 
Executive Director 

 
Enclosed: Sample Cell Phone Privacy Policy 
 
 
 

 
 
 
 
 
 

                                                
2 Riley, 134 S.Ct. at 2494-95.  
3 Id. at 2484-85.  
4 Id. at 2488-89. 
5 Id. at 2491.  
6See, Klump v. Nazareth, 425 F.Supp.2d 622, 630 (E.D. Pa. 2006); Mendoza v. Klein Ind. Sch. Dist., No. 
09-3895, slip op. at 27 (S.D. Tex. Mar. 16, 2011), 
http://www.onpointnews.com/docs/CellSchool_MSJ_opin.pdf. 



   

Sample Policy 
 “Use and Possession of Cell Phones” 

 
 Students are permitted to possess cell phones on school property. Students may use cell 
phones on school property outside of regular school hours provided such use is not for illegal or 
unethical purposes (e.g., cheating). 
 
 Cell phones must be turned off and remain out of sight during class time, school activities, 
or when directed by school officials. If the cell phone is used, activated, or displayed at an 
unauthorized time, the student may be subject to disciplinary measures pursuant to the Code of 
Conduct. 
 
 If there is reasonable suspicion to believe that a student has violated or is violating the 
policy against use, activation, or display of a cell phone, the cell phone may be confiscated and/or 
the student may be subject to disciplinary measures. School officials may direct the student to turn 
the cell phone off and provide a reprimand for a first offense. Mere use, activation, or display of a 
cell phone, without more, shall not constitute reasonable suspicion for school officials to search 
the contents of the cell phone.  
 

If a school official confiscates a students’ cell phone, the student must turn the cell phone 
off before turning it over to school officials. The device will be stored in the principal’s office [or 
other protected space] and returned to the student at the end of the school day. [Other regular 
disciplinary procedures may apply here, such as contacting the student’s parent, etc.] 
 
 The cell phone will remain powered off while being stored by school officials. Under no 
circumstances shall school officials activate or examine the contents of the cell phone that was 
confiscated as a result of a student’s mere use, activation, or display of the device.  
 
 School officials shall not search the contents of the student’s cell phone absent reasonable 
suspicion to believe that a student has violated or is violating the law or a school rule or regulation 
beyond mere use, activation, or display of a cell phone at an unauthorized time. If there is 
reasonable suspicion to believe that the student has committed or is committing a serious violation 
of law or school rules and regulations (e.g., use of cell phone to cheat, possession of weapons) and 
there is a reasonable suspicion to believe that a search of a cell phone will reveal evidence of such 
a violation that cannot be obtained otherwise, school officials may search the cell phone. The 
extent and scope of the search must be reasonably related to the objective of the search and not 
excessively intrusive in light of the age and sex of the student and nature of the infraction. Efforts 
shall be made to limit the search to only those applications on the cell phone that would contain 
evidence of the suspected violation.   
 


