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U.S. Customs and Border Protection
State of New York’s “Green Light Law”

December 30, 2019

Issue: Passage of the New York (NY) “Green Light Law,” has resulted in the denial of U.S. 
Customs and Border Protection (CBP) access to NY Department of Motor Vehicles (DMV) 
records via the National Law Enforcement Telecommunications System (NLETS). The denial
includes data relating to state-issued identification documents, including driver’s licenses, as 
well as vehicle registrations and license plates. CBP uses NLETS for a variety of reasons 
beyond immigration enforcement.  The State of NY information is used for national security and 
enforcement of agricultural and Customs laws as well as other federal laws that CBP enforces 
and administers at the border. In addition, travelers and stakeholders routinely present NY-issued 
documents to CBP such as driver’s licenses, registration, and license plates, in the course of 
normal business operations.  The inability of CBP to validate against NY state databases, through 
NLETS, impacts the following areas:

Targeting and Operations:
• Validating NY vehicle license plates and registration to determine the associated risk of, and 

to target for more fulsome inspections, vehicles crossing at ports of entry, roving Border 
Patrol vehicle stops, and at Border Patrol checkpoints.

o Increases vulnerability to smuggling and other cross-border violations, as well as
officer safety concerns.

• Targeting national security risks, criminals, and registered sex offenders, including child sex 
offenders, who are residents of NY.

• Mitigating and conducting analysis of high-risk cargo shipments with a nexus to the State of 
NY.

Trusted Traveler Programs (TTP):
• Validating NY driver’s licenses presented as part of the interview process for issuance of the 

TTP cards. TTP cards serve in lieu of a passport at land borders. NEXUS cards in particular 
are Western Hemisphere Travel Initiative (WHTI) compliant documents for travel by land, 
the marine environment, and air (departure from CBP Canadian Pre-Clearance locations).

Vehicle Exports:
• Determining the authenticity of a vehicle title and/or owner information.   Retrieval of 

registration and lien data is performed at inspection in accordance with 19 CFR 192.2.

Fines Penalties and Forfeitures:
• Determining the titled owner of seized vehicles to ensure the notice of seizure is issued 

according to law.
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Passenger Processing:
• Confirming the validity of NY Enhanced Driver’s Licenses (EDLs) in our secondary

environments, with potential near-term impact upon such confirmations at primary 
inspection.

• Confirming a traveler’s identity in the passenger environment when the validity of a passport 
or other identify document is in question.

• Confirming vehicle ownership.
• Enhancing intelligence information when identifying individuals associated to illicit 

activities. 
• Confirming identity by cross-reference to other databases.
• Conducting queries for research on specific individuals of concern.

Administrative Security:
• Verifying NY identification documents required for the issuance of Customs Seals for access 

to Federal Inspection Service Areas at airports and warehouses.

Task Forces:
• Determining the registered owner of a vehicle with NY license plates during joint 

investigations and operations, and counter-terrorism responses with law enforcement partners
(except to the extent that information sharing continues from NY state to Task Force partners 
other than CBP and ICE).

• Limiting the sharing of NY DMV information with CBP and ICE, which complicates and 
hinders full CBP participation in Task Forces.

Employment:
• Conducting all required checks necessary for background investigations, periodic

reinvestigations, and continuous evaluations. 
o Those investigations help determine suitability and eligibility for employment, 

and their adjudication requires all information related to criminal history, driving 
offenses, traffic citations, etc. The biggest concerns surround the potential lack of 
information regarding DUI/DWIs. Some jurisdictions capture those offenses as 
traffic citations rather than criminal offenses, and would not be listed in NCIC. 
The risk to the agency is that we would not have complete information to make 
determinations regarding suitability for employment.
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As Individual Assistance does not currently use this information, additional research would be required 
to identify methods to verify applicant's self-reporting of car insurance coverage, number of vehicles 
owned, and any potential follow-up to ensure destroyed cars are not resold.
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Subject: TSA-191231-3: AS1 memo to Operational Components

1. What DMV information is currently available to your Component and how is it accessed?
Components should identify each state and territory that currently restricts access to
DMV information.

Answer: The Transportation Security Administration (TSA) does not directly access DMV systems for any 
information, including for the vetting of airline passengers or credentialing applicants.  TSA accesses 
various Federal databases and may rely on commercial sources to confirm an individual’s information 
which is ordinarily provided by an individual in the first instance.  These databases and sources include 
National Law Enforcement Telecommunications System (NLETS), National Commercial Driver’s License 
Information System (CDLIS) and Lexis Nexis.

NLETS is a law enforcement sharing database where data is shared through the individual state.  CDLIS is 
a nationwide computer system that enables state driver licensing agencies to ensure that each 
commercial driver has only one driver’s license and one complete driver record.  CDLIS contains mostly 
the same information as NLETS, but will often have the date of issue for driver’s licenses.  

For the commercial sources, (e.g. Lexis Nexis) TSA does not have knowledge of whether these sources 
obtain their information from DMV systems.  These sources may obtain that information from other 
private sources, such as credit card or loan applications.  TSA does not automatically access these 
commercial sources, but rather TSA reaches out to them on an as-needed basis to confirm an 
individual’s information.  

2. How is DMV information used in the day-to-day operations of your Component? 

Answer: As stated above, TSA does not directly access DMV systems in the course of vetting airline 
passengers or credentialing applicants.  TSA accesses various Federal databases and may rely on 
commercial sources to confirm an individual’s information which is ordinarily provided by an individual 
in the first instance.  TSA uses these sources to validate the driver’s license information of an airline 
passenger or credential applicant and/or de-conflict a name found on a watchlist or other derogatory 
information, such as criminal history or national security vetting sources.  

3. What are the security consequences, if any, to your day-to-day operations if DMV
information is unavailable or limited?

Answer: TSA does not know whether the accuracy of commercial sources will be affected by a 
restriction of information from DMV systems because TSA has no knowledge of where these sources 
such as Lexis Nexis obtain their information.   If commercial sources cannot readily collect information 
provided by an individual for vetting or credential application purposes, we may see some diminution in 
our efforts to quickly resolve identification issues in real time.  

4. What are the long-term operational impacts of not having access to DMV information?

Answer:  As stated above, TSA does not have knowledge of whether commercial sources like LexisNexis, 
obtain their information from DMV systems.  If these sources rely on DMV information that will now be 
unavailable, it could take TSA longer to verify and resolve the identity of passengers that may potentially 
match a watchlist.  With a volume of 2.7 million airline passengers daily, an interruption in conducting 
identity resolutions nationwide would likely delay passenger travel and potentially delay industry flights 
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with broader impact.  For credential holders, the applicant’s ability to continue to work might be 
delayed until TSA can determine whether the individual is a match against the vetting information.  
However, TSA can exercise its subpoena authority to obtain records from a DMV system in situations 
where there is a particular need.  

5. Are there alternative ways to obtain the information contained in the DMV databases?

Answer:  As previously mentioned, TSA does not directly access DMV systems in the course of vetting 
travelers or credential holders.  TSA accesses various Federal databases and may rely on commercial 
sources to confirm an individual’s information which is ordinarily provided by an individual in the first 
instance.  TSA does not know whether these commercial sources obtain information from DMV systems.  

6. What are the short-term and long-term solutions available to address the security
consequences, if any, that result from losing access to DMV information?

Answer: TSA does not directly access DMV systems in the course of vetting travelers and credential 
holders.  However, TSA has subpoena authority that can be exercised when there is a particular need for 
an individual’s information in a DMV system.   TSA vetting and adjudication operations will continue to 
access Federal databases and commercial sources that collect and aggregate data for mission related 
purposes.   
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U.S. IMMIGRATION AND CUSTOMS ENFORCEMENT

FOR OFFICIAL USE ONLY // LAW ENFORCEMENT SENSITIVE

U.S. Immigration and Customs Enforcement Response to Operational Assessment of State 
Laws Restricting the Sharing of Department of Motor Vehicle Information with DHS 

January 14, 2019

What DMV information is currently available to ICE and how is it accessed?1.

What DMV information is currently available to ICE ? A.

Department of Motor Vehicles (DMV) records include information about registered 
vehicles and individuals who have been issued driver’s licenses. Vehicle information 
may include vehicle identification number, current and prior license plate number(s), 
vehicle make/model/year/color, vehicle type, lienholder information, and the name 
and address of current and prior registered owner(s). Driver’s license information 
may include the license holder’s name, address, photograph, license status, height and 
weight, hair and eye color, gender, license number, social security number, and date 
of issuance/expiration.   

How is it accessed?B.

Generally, DMV information is retrieved through the National Law Enforcement 
Telecommunication System (Nlets) which is accessed through the Customs and 
Border Protection (CBP) TECS system or the ICE Homeland Security Investigations 
(HSI) Investigative Case Management (ICM) system. Some states do not participate 
in Nlets, therefore methods for obtaining DMV information vary in those states. For 
example, some states provide direct access to their databases through an online portal, 
some provide ICE with stand-alone terminals located directly at the ICE office, some 
states direct ICE to obtain data through their local fusion centers, through state and 
local partners, or through court orders. The DMV information available to ICE also 
varies from state to state.

Restricted Access

New York:  New York has blocked U.S. Immigration and Customs Enforcement 
(ICE) by ORI codes, and has instructed all law enforcement agencies/departments 
with access that providing New York DMV records to ICE will result in a loss of 
access to their agency. A limited number of HSI New York agents have access to 
NY DMV data through an e-portal system called E-justice, however this is only 
available to HSI NY agents and does not alleviate the issue of access for HSI 
around the country where a majority of NY Nlets queries come from. 
Nevada, Hawaii, Oklahoma, Illinois, South Carolina, Connecticut, Vermont, 
Guam, and the Virgin Islands:  Not sharing DMV information with Nlets
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Alaska:  Currently the Alaska DMV is refusing to provide DMV information 
without a judicial order or subpoena issued by a judge.

Limited Access

Massachusetts, Rhode Island, Connecticut, Vermont, New Hampshire, and 
Maine: Access obtained through state/local task force officers who are assigned to 
ICE offices and investigative groups.
New Hampshire, Washington, DC:  Biographical information, but not 
photographs.
Washington:  DMV information available through TECS-MOD, to include 
vehicle registration information and driver’s license photographs and information. 
DMV information also available via ICM-Nlets request, but not driver’s license 
photographs. ICE can access vehicle and driver’s license information via Driver 
and Plate Search (DAPS), but cannot obtain license photos without, “a court 
order.” Queries in DAPS for all vehicles registered to a particular address are 
becoming more limited and restricted.
California:  It should be noted the California DMV has stopped granting access to 
this information for new ICE users and is not accepting new requests for systems 
access. The Cal-Photo database is maintained by the California Department of 
Justice (CA DOJ), Client Services, Cal-Photo Unit. ICE in San Francisco has a 
signed user agreement with CA DOJ for access to this web-based data via 
individual user logins. Language in the signed agreement stipulates that non-
criminal history information contained in the Cal-Photo database will not be used 
for immigration enforcement purposes, per State Bill 54. Additionally, all CA 
agencies with access to the California Law Enforcement Telecommunications 
System (CLETS) have been required to sign an updated account agreement, 
which stipulates that non-criminal history information contained in the CLETS 
will not be used for immigration enforcement purposes, per State Bill 54.
North Dakota: ICE has very limited access to North Dakota Department of 
Transportation (NDDOT) driver’s license information. Currently, only one 
criminal analyst has access to the NDDOT information directly through the Law 
Enforcement Access portal. Through this portal only driver’s license photographs 
can be obtained, no vehicle, address, or operator history information is available.
South Dakota:  ICE does not have direct access to South Dakota Department of 
Public Safety Driver’s License information.
Oregon: DMV information is restricted to non-immigration cases and state/local 
partners are restricted to sharing DMV information for non-immigration cases 
only.

No Restrictions: 
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Alabama, Georgia, Maryland, Illinois, Indiana, Wisconsin, Texas, Oklahoma, 
Colorado, Utah, Wyoming, Montana, Michigan, Ohio, New Mexico, Missouri, 
Iowa, Nebraska, Kansas, Nevada, Florida, Tennessee, Kentucky, Louisiana, 
Pennsylvania, Delaware, Arizona, Puerto Rico, Idaho, and Minnesota.
Massachusetts: Three Criminal Justice Information System (CJIS) terminals in 
ICE Boston workspaces. 
New Jersey:  Not currently restricted; however, the Governor of New Jersey 
recently signed a law that places restrictions on the sharing of DMV information 
with federal immigration authorities. The New Jersey law will become effective 
in January of 2021.

How is DMV information used in the day-to-day operations of ICE?2.

HSI: ICE HSI uses DMV information on a day-to-day basis to identify, locate, and a.
associate individuals, vehicles, and locations as part of ongoing investigations 
covering the full range of ICE HSI investigative categories including, but not limited 
to: narcotics smuggling, child exploitation, human smuggling and trafficking, trans-
national gangs, national security, identity and benefit fraud, financial, and intellectual 
property rights. DMV information is often used to verify or corroborate Personally 
Identifiable Information (PII) associated with an individual, which can include 
residential address, date of birth, height, weight, eye color, hair color, a facial 
photograph, and license plate/vehicle registration information. DMV information can 
be factual evidence used in affidavits as supporting evidence for residency needed to 
acquire a judge’s signature on federal search warrant applications. It is also critical 
for building out criminal networks and creating new leads for investigation.

DMV photograph information is used to compile photograph line ups to be used in 
the field or during interviews, and while conducting facial recognition searches to 
identify individuals or targets. Furthermore, license plate number identification is 
used in tracking with both automated license readers and physical surveillance. 

The ability to retrieve vehicle and driver’s license/identification information in near 
real-time assists in identifying possible targets, witnesses, victims, and assets, and 
deconflicting with other local, state, and federal law enforcement agencies. DMV 
information is crucial to officer safety prior to the execution of an arrest or search 
warrant by identifying individuals inside the residence of a target of investigation 
who might pose a threat based on criminal history or other factors. 

ERO: State DMV information is used to query driver license history/issuance, vehicle b.
registration history/issuance, and incident/accident reports, and cross reference for 
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other investigative leads during encounters of suspected foreign-born nationals.  The 
ICE Enforcement and Removal Operations (ERO) Targeting Operations Division 
(TOD) uses driver’s license/DMV searches in varying ways to establish targetability, 
confirm identity and residence, and determine other relevant information, such as a 
subject’s last known location. This is used to develop target packages used by the 24 
field offices to locate criminal aliens and make interior arrests. 

ICE ERO officers would also use this information to review and verify a subject’s 
identity against DHS indices. The loss of the ability to corroborate a subject’s 
identity/identities using driver’s license information compromises officer safety while 
enabling persons to evade detection with false or fraudulent ID information.

OPR: The ICE Office of Professional Responsibility (OPR) investigates criminal c.
violations across the full spectrum of the federal code, to include allegations of public 
corruption, and access to DMV information significantly impacts ICE OPR’s ability to 
protect the homeland and enforce federal criminal laws. ICE OPR routinely uses DMV 
information and/or photos while conducting criminal investigations to identify and 
locate suspects, witnesses, victims of crime, and assets that may be subject to seizure.

Additionally, from a personnel security standpoint, while conducting criminal 
inquiries on ICE applicants, ICE OPR obtains Nlets and DMV information. The 
DMV information is used to determine if an inordinate number of traffic violations 
have occurred within given timeframes, as many of ICE’s law enforcement positions 
require the operation of a government owned vehicle on a routine basis. ICE OPR 
also obtains TECS hits involving suspected drug smuggling operations that may be 
related to an ICE applicant. These TECS hits usually contain vehicle information, and 
ICE OPR uses the vehicle information to conduct vehicle registration inquires 
through the appropriate state in order to ascertain if the registered vehicle correlates 
to the applicant in question. 

What are the security consequences, if any, to your day-to-day operations if DMV 3.
information is unavailable or limited?

HSI: If DMV information were not available to ICE HSI investigations, it would be a.
extremely difficult to quickly identify criminal suspects and unnecessarily prolong 
investigations potentially putting victims, the general public and agents at risk. This is 
especially crucial in crimes involving child exploitation and human trafficking. 
Additionally, the inability to quickly access an individual’s criminal history, warrant 
status, or an armed/dangerous alert could unnecessarily endanger agents in the field. 
Limiting or eliminating access to DMV information could also increase incidents of 
interfering with other ongoing local, state, and federal criminal investigations. 
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Numerous state DMVs maintain firearms registration information. The loss of access 
to firearms registry information also presents a serious impediment to officer safety.

For example, several high-profile acts of domestic terror have recently occurred in 
the New Jersey / New York area. Access to New Jersey and New York DMV 
information is imperative to ensure officer and public safety. 

On December 10, 2019, over several hours, two individuals executed a Jersey 
City, New Jersey Police Officer, killed three other people in Jersey City, New 
Jersey, and shot at law enforcement, including ICE HSI personnel.. In their 
rented U-Haul were two pipe bombs. One of the subject’s also owned another 
vehicle that was not immediately located. ICE HSI Newark personnel on-site 
attempted to query New York DMV for this license plate but were restricted 
from accessing it. 
On December 19, 2019, the New York State Office of General Counsel 
(NYSOGC) contacted ICE HSI Newark regarding a New York DMV system 
query that was run out of the ICE HSI Newark Field Office. NYSOGC 
informed ICE HSI Newark that, pursuant to recently-enacted legislation, all 
access by ICE, U.S. Customs and Border Protection, and U.S. Citizenship and 
Immigration Services (USCIS) was terminated. In addition, within 3 days of 
the query, NYS was bound by the new law to notify the individual that ICE 
ran their information.
On December 28, 2019, an individual in Monsey, New York, illegally entered 
a Synagogue and began to stab the congregants. Five people were stabbed, 
one critically. The subject fled, but a  witness was able to provide license plate 
information which was then disseminated to the New Jersey/New York law 
enforcement community. ICE HSI personnel attempted to query the license 
plate information but were unable to due to state restrictions. ICE HSI 
personnel requested that an ICE HSI Task Force officer obtain the 
information and the information was returned in 1.5 hours. The subject was 
eventually stopped in New York City with the assistance of license plate 
recognition technology.

ERO: ICE ERO investigations and operations are impeded if the case relied upon b.
these database leads to establish probable cause. The TOD’s inability to return DMV 
data will have a direct impact to officer safety, as the division will be unable to 
corroborate identity using driver’s license information. This could enable persons to 
fraudulently use other identities to evade detection. In addition, decreased 
information and data-sharing between state and local DMV entities and the TOD 
would produce the following impacts: 

lost access to standard driver license, vehicle queries, and criminal history 
specific to the state;
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inability to access DMV information to assist with at large sex offender 
investigations;
inability to access DMV information to assist with at large aggravated felon 
investigations;
inability to access DMV information to assist with at large Egregious Public 
Safety (EPS) investigations referred by USCIS;
inability to access DMV information to assist with at large Interpol fugitive 
investigations; and
inability to access DMV information to assist with at large criminal alien 
investigations.

OPR: Limiting or providing no access to critical information, such as a subject’s c.
photograph, last known address, physical attributes, and vehicle registration 
information, can pose serious officer safety risks to law enforcement officers 
engaging in operational activities. Time-sensitive circumstances require direct and 
immediate access to DMV data in order to mitigate potential life-threatening 
situations. 

As well, without the ability to obtain state DMV information, ICE risks having 
personnel security make favorable suitability and national security determinations on 
applicants who have suspended/revoked drivers licenses. Furthermore, without the 
ability to verify vehicle registration information, ICE would be restricted  in 
obtaining valuable information that is critical in making sound suitability and national 
security determinations. 

What are the long-term operational impacts of not having access to DMV information?4.

HSI: Long-term loss of DMV information would severely impede ICE HSI’s ability a.
to identify, locate, and arrest individuals violating federal law and severely hinder 
ICE HSI’s ability to investigate, disrupt, and dismantle transnational criminal 
organizations in every case category ICE HSI investigates, resulting in fewer arrests, 
wasted resources, and a diminished number of otherwise successfully resolved 
investigations. This could lead to increases in the flow of narcotics, identity theft, 
sexual assaults, child abductions/exploitations, and criminal activity generally. The 
absence of readily available and reliable DMV information will increase the risk of 
prematurely exposing sensitive investigations due to the necessity of using alternate 
methods to identify the identical information contained in DMV records. 

ICE HSI agents also rely upon DMV information in affidavits for federal and state 
search warrants and arrest warrants. A key legal requirement of these documents is 
that the agent identify the place and person to be searched or arrested. This is 
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accomplished by running driver’s and vehicle information and citied as such in the 
affidavits. A commonly accepted law enforcement method of identifying an 
individual is to match an individual or their car to their driver’s license. Additionally, 
DMV information allows the agent to determine if the individual is the subject of an 
outstanding arrest warrant (to include those issued by state and county agencies). 
Without this information, agents may encounter wanted criminals and release them. 

ERO: ICE ERO identification, arrest, detention, and removal of high priority foreign b.
born nationals will be negatively impacted. The TOD will lose a large amount of data 
that is currently used to determine the current and last known addresses of criminal 
aliens, including egregious offenders, gang members, national security threats, and 
recidivist criminals. Absent this information, the TOD will be unable to build target 
packages for the field, significantly limiting the number of interior arrests ICE ERO 
will be able to make on an annual basis. This will have resultant negative impacts on 
public safety and national security. 

OPR: The long-term impact of not having access to DMV information would result in c.
inefficiencies or delays in identifying and locating targets and victims of criminal 
investigations, as well as law enforcement operations and surveillance during ICE 
OPR investigations. Furthermore, any restriction in obtaining DMV or Nlets 
information would have immense consequences in ICE making sound suitability and 
national security determinations on applicants. These restrictions would continue to 
compound the longer the restrictions were place, which would result in numerous 
applicants being allowed to work for ICE that would have otherwise been found 
ineligible for employment.

Are there alternative ways to obtain the information contained in the DMV databases?5.

HSI: Agents will be required to verify addresses by secondary means, most likely a.
through field operations to interview neighbors, friends, and relatives to obtain 
information. Some of the information contained in DMV databases may be available 
from other sources, but this data is not as accurate, current, or complete as in the 
DMV databases. With the expenditure of additional time and effort, some DMV 
information may be located in other databases, but some records are specific to DMV 
databases. For example, commercially available public databases, such as CP 
CLEAR, contain some residential records, dates of birth, and photographs; however, 
this information is often incomplete, incorrect, or outdated. Some of the required 
information may be found in law enforcement databases as well, but this data is often 
outdated or incomplete. Direct access to DMV databases is required to ensure that the 
most accurate and current information can be obtained in a timely manner by ICE 
HSI when conducting operations or investigations. 
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\U.S. Citizenship and Immigration Services
Office of the Director (MS 2000)
Washington, DC  20529-2000

January 14, 2020

TO: Office of Strategy, Policy, and Plans 
Department of Homeland Security

FROM: Immigration Records and Identity Services
U.S. Citizenship and Immigration Services

SUBJECT: Operational Assessment of State Laws Restricting the Sharing of Department of 
                        Motor Vehicle Information with DHS

This memo is in response to U.S. Citizenship and Immigration Services Operational Assessment 
of the subject matter above.

While there is no severe impact to USCIS operations and the E-Verify Program as a result of 
New Jersey and New York revoking access to driver’s license data, there are identity 
management concerns with their recent actions.  Immediately after the E-Verify Program began 
accessing and validating driver’s license data through the National Law Enforcement 
Telecommunications System (NLETS), both states implemented technical solutions to prevent E-
Verify access to the data.  Unfortunately, E-Verify participating employers will have to rely on a 
physical inspection of driver’s licenses from these states and make a subjective decision as to the 
validity of the document. This check of driver’s license validity is less secure than validating 
data with the source Department of Motor Vehicle (DMV) database. NY/NJ are among the 9 
states that do not currently allow E-Verify access to driver’s license data. No state currently 
allows E-Verify access to driver’s license photographs for verification purposes. 

What DMV information is currently available to your Component and how is it 1.
accessed?
Components should identify each state and territory that currently restricts access to
DMV information.

E-Verify currently accesses DMV data from 41 states plus DC and Puerto Rico a.
through NLETS. There are 9 states (NY/NJ/CA/WA/VT/MD/NE/PA/ME) that do 
not allow access to DMV data for E-Verify purposes, and VA may soon cut off 
access. 

How is DMV information used in the day-to-day operations of your Component?2.
E-Verify currently validates driver’s license data supplied by recently hired a.
employees against source data in DMV systems to validate the authenticity of the 
document used to confirm  employees’ identities.
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What are the security consequences, if any, to your day-to-day operations if DMV 3.
information is unavailable or limited?

E-Verify participating employers will have to rely on a physical inspection of a.
driver’s licenses from these states and make a subjective decision as to the 
validity of the document. This check of driver’s license validity is less secure than 
validating data with the source DMV database, because the employer would not 
be able to confirm the DMV data and would rely on their own inspection. As 
employers are not document inspection experts, this would be less secure.

What are the long-term operational impacts of not having access to DMV information?4.
While there are no operational impacts to USCIS or E-Verify, E-Verify a.
participating employers will have to rely on a physical inspection of driver’s 
licenses from these states and make a subjective decision as to the validity of the 
document. This check of driver’s license validity is less secure than validating 
data with the source DMV database.Therefore, E-Verify would not work as well 
as it could if access to DMV information is limited. 

Are there alternative ways to obtain the information contained in the DMV databases?5.
We are currently unaware of any other services that give access to DL data from a.
the states that are preventing access. We continue to work with those states who 
have refused access and encourage them to work with the Department on this 
unique identity management and security enhancement initiative. 

What are the short-term and long-term solutions available to address the security 6.
consequences, if any, that result from losing access to DMV information?

We continue to reach out to the DMVs who have prevented access to their DL a.
dataset for E-Verify purposes and will explore any other solutions that DMVs 
propose so that E-Verify can access their dataset.
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U. S. Secret Service Response

What DMV information is currently available to your Component and how is it 1.
accessed? Components should identify each state and territory that currently 
restricts access to DMV information.

Driver’s license and vehicle registration information is available from participating 
states through Nlets and is accessed by the United States Secret Service (USSS) via 
the eAgent application.

Driver’s License

Positive driver’s license responses may contain the driver’s name, address, date of 
birth, physical description, Social Security number, license type, restrictions, status, 
and license number.  A driver’s license response may include an image if one was 
requested and is available.  Driver history information can also be obtained.

A driver’s license can be queried using the license number.  Some states support 
inquiry by name and date of birth.

States that do not respond to inquiries by name only include AL, AZ, CA, CO, FL, 
GA, HI, IA, IL, IN, MA, MI, MN, MO, MS, NB, ND, NH, NJ, NM, NY, OH, OR, 
PR, RI, UT, VA, VI, VT, WA, WI and WY. 

All states participate in driver history sharing except IL, PR and VI.

All states participate in driver’s license photo sharing except AK, CA, CO, CT, DC, 
HI, IL, KS, ND, NH, NV, NY, OK, PR, SC, VI and VT.

Vehicle Registration 

Positive vehicle registration responses may contain information including the 
registered owner, license number, license type, license year, VIN, vehicle model, 
vehicle style, and vehicle color.  

A vehicle registration can be queried using the vehicle identification number (VIN) or 
license plate/license year/license type.  Some states support inquiry by name and date 
of birth.

States that do not respond to inquiries by name only include AK, AL, AR, AZ, CA, 
CO, FL, GA, HI, IA, IL, IN, MA, MD, MI, MN, MO, NB, ND, NH, NJ, NM, NY, 
OH, OR, PA, PR, RI, TN, TX, UT, VA, VI, VT, WA and WI.

How is DMV information used in the day-to-day operations of your Component?2.
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Information obtained from DMV helps USSS quickly verify the identity of suspects 
through the personal information and description provided in the response.  The 
address listed will also help us determine a possible location.  The availability of 
photos also helps confirm the identity of a person.

What are the security consequences, if any, to your day-to-day operations if 3.
DMV information is unavailable or limited?

Accessibility of DMV information to the law enforcement community should be 
given high priority.  

What are the long-term operational impacts of not having access to DMV 4.
information?

 
Information-sharing among law enforcement agencies and entities charged with 
public safety is vital in the prevention of crimes.  

Are there alternative ways to obtain the information contained in the DMV 5.
databases?

There are commercial databases (i.e., Accurint, Clear, LexisNexis, Courtlink, TLO, 
etc.) that can be utilized to search for addresses, personal information, assets and court 
documents that can aid us in our investigations.  The information obtained from these 
databases, however, may not be as current as the driver’s license information obtained 
from DMV.  

What are the short-term and long-term solutions available to address the 6.
security consequences, if any, that result from losing access to DMV 
information?
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January 27, 2020 

INFORMATION 

MEMORANDUM FOR THE ACTING SECRETARY 
 
FROM: James W. McCament  

Senior Official Performing the Duties of the Under Secretary 
Office of Strategy, Policy, and Plans  
 

SUBJECT:  Component Operational Impact Assessments of State Laws Restricting the 
Sharing of DMV Data with DHS  

 
 
Purpose:  To provide an assessment of the impact of state laws restricting Department of 
Homeland Security (DHS) access to state Department of Motor Vehicle (DMV) information.  
 
Consolidated Assessment:  In your December 30, 2019 memorandum, you directed DHS 
operational Components to answer six questions regarding their access to DMV data and the 
resulting impacts to mission operations if states restricted that access.  U.S. Immigration and 
Customs Enforcement (ICE) and U.S. Customs and Border Protection (CBP) indicated that 
restricting access to DMV information would significantly impact their operations.  U.S. Secret 
Service (USSS), Federal Emergency Management Agency (FEMA), Transportation Security 
Administration (TSA), U.S. Citizenship and Immigration Services (USCIS), and United States 
Coast Guard (USCG) all reported either no or uncertain impacts at this time.   
 

1. What DMV information is currently available and how is it accessed? 
 

DMV records include information about registered vehicles and individuals who have been 
issued driver’s licenses.  Vehicle information may include vehicle identification number, current 
and prior license plate number(s), vehicle make/model/year/color, vehicle type, lienholder 
information, and the name and address of current and prior registered owner(s).  Driver’s license 
information may include the license holder’s name, address, photograph, license status, height 
and weight, hair and eye color, gender, license number, social security number, and date of 
issuance/expiration.    
 
Generally, DHS Components are able to access DMV information through the National Law 
Enforcement Telecommunication System (Nlets), which is available for CBP and ICE 
Enforcement and Removal Operations (ERO) through its TECS system and for ICE Homeland 
Security Investigations (HSI) through its Investigative Case Management (ICM) system.  In 
addition to access through Nlets, some states provide DHS law enforcement Components direct 
access to their DMV databases, and some states direct ICE to obtain data through their local 
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Foreword

This handbook establishes the policies and procedures for the Trusted Traveler Programs (TTP).
These guidelines include the process for enrollment of travelers into the programs and the 
procedures for inspecting TTP members at the ports of entry.  These programs are an essential 
element of the U.S. Customs and Border Protection (CBP) strategy to secure our borders through 
increased advanced knowledge of the travelers.  TTP participants are subjected to rigorous 
vetting and random compliance checks to ensure the integrity of the programs.  Shorter wait 
times and expedited procedures for Trusted Travelers at the ports of entry provide the incentive 
for participation in the programs. 

The handbook provides an overview and guidance for CBP officers and supervisors who are 
assigned at the enrollment centers as well as those at the ports of entry.  Officers and supervisors 
are advised to check the CBP website often for TTP updates, changes or additions to the policies 
and procedures outlined in tis handbook.  Frequent upgrades in technology, software, and issue 
resolutions result in recurrent procedural and/or policy changes. 

Assistant Commissioner
Field Operations

LAW ENFORCEMENT SENSITIVE/FOR OFFICIAL USE ONLY
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1. Overview of the Trusted Traveler Programs

U.S. Customs and Border Protection (CBP) is committed to enhancing legitimate trade and travel 
while maintaining the highest level of border security and integrity.  Trusted Traveler  Programs
(TTP) allow pre-enrolled, low-risk participants to receive expedited border processing, enabling
CBP to direct additional scrutiny to the unknown, potentially higher risk, travelers arriving at 
ports of entry.  The integrity of the TTPs is maintained by a strict screening process that 
includes: queries of multiple law enforcement databases and biometric validation of identity 
prior to enrollment; 24-hour checks to continually verify low risk status of enrolled travelers; and 
a system of randomized referrals to secondary inspection to ensure Trusted Traveler members
are in compliance with all policies and regulations of TTP.

There are currently four TTPs: Secure Electronic Network for Travelers Rapid Inspection
(SENTRI), NEXUS, Global Entry, and Free and Secure Trade (FAST). The four TTPs use a
harmonized Global Enrollment System (GES) and on-line internet-based, Global Online 
Enrollment System (GOES).  Upon submission through GOES, applications are forwarded to the 
Vetting Center (VC) where they undergo a strict vetting process.  If no derogatory information is 
found, the application is conditionally approved by the VC.  If derogatory information is 
discovered, the application may be denied.  If the applicant passes the preliminary vetting 
process, he/she is asked to make an appointment at an Enrollment Center (EC) where CBP 
officers will confirm identity, review travel documents, verify admissibility status, complete 10-
print fingerprint , and conduct an interview of the applicant.  If
the officer determines that the applicant is eligible for the program, he/she will be enrolled into 
the TTP for a five-year period.

1.1 SENTRI
SENTRI provides expedited CBP processing for pre-approved, low-risk travelers at southern 
land border ports of entry.  At some locations, the SENTRI program is available for both vehicle 
and pedestrian border crossers.  Each of the participating ports has designated SENTRI vehicle 
and/or pedestrian lanes with access restricted to SENTRI members. Participation in SENTRI 
requires that vehicles used to cross the border must be registered and inspected. Members are 
issued radio frequency identification (RFID) enabled SENTRI cards. The SENTRI identification 
document satisfies the Western Hemisphere Travel Initiative (WHTI) entry document 
requirements for citizens of the United States and Canada for land and sea travel. Access to the 
SENTRI vehicle lanes begins south of the border in Mexico, or on the access bridges, and is 
generally controlled by Mexican authorities. SENTRI members may use the NEXUS lanes when 
entering the U.S. from Canada.  SENTRI members who are U.S. citizens or U.S. Lawful 
Permanent Residents may also use Global Entry kiosks.  

LAW ENFORCEMENT SENSITIVE/FOR OFFICIAL USE ONLY
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1.2 NEXUS
NEXUS is a bi-national TTP operated jointly by the United States and Canada.  NEXUS 
provides expedited CBP and Canada Border Services Agency (CBSA) processing for travelers
entering both the U.S. and Canada via the air, land, or sea environments.  Each applicant must be 
approved by both CBP and CBSA prior to enrollment.  At land border locations, NEXUS lanes 
are available for entry into the United States as well as Canada.  Members are issued RFID 
enabled NEXUS identification cards.  The NEXUS identification card satisfies the WHTI entry 
document requirements for citizens of the United States and Canada for air, land and sea travel.
All NEXUS members use Global Entry kiosks for expedited CBP processing at airports, to 
include U.S. preclearance locations in Canada.  At Canadian airports, NEXUS members use 
NEXUS kiosks to enter Canada.  The NEXUS kiosks use a biometric iris scan to verify program 
membership.  NEXUS can also be utilized for small boat arrivals from Canada, providing for 
expedited processing.  NEXUS members may use the SENTRI lanes at southern land border 
ports of entry, provided they travel in a SENTRI registered vehicle and comply with SENTRI 
requirements. NEXUS members can also use the SENTRI pedestrian lanes

1.3 Global Entry  
Global Entry is the TTP at U.S. airports. Travelers enrolled in Global Entry utilize Global Entry 
kiosks in lieu of being processed by a CBP officer on primary.  The kiosks use a document 
reader to verify the travel document, and compare biometric data (fingerprints) to validate 
enrollment. A Global Entry RFID enabled card is issued to U.S. citizen, U.S. Lawful Permanent 
Resident, and Mexican national Global Entry members (not already enrolled in SENTRI or 
NEXUS) for use at the NEXUS and SENTRI lanes when entering the U.S.  Please note that this 
card is not valid for use in the NEXUS lanes when traveling into Canada or at the NEXUS or 
Global Entry kiosks.  Global Entry members may use the SENTRI lanes at southern land border 
ports of entry, provided they travel in a SENTRI registered vehicle and comply with SENTRI 
requirements. Global Entry members can also use the SENTRI pedestrian lanes   

1.4 FAST
The Free and Secure Trade (FAST) program is a Border Accord Initiative between the United States, 
and Canada designed to ensure security and safety while enhancing the economic prosperity of each 
country. In developing this program, Canada and the United States have agreed to coordinate, to the 
maximum extent possible, their commercial processes for clearance of commercial shipments at the 
border. The program promotes free and secure trade by using common risk-management 
principles, industry partnership, and advanced technology to improve the efficiency of screening 
and clearing commercial traffic at our shared borders. With similar goals and techniques, the 
United States independently administers a version of FAST for low risk imports from Mexico.
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3.3 SENTRI Criteria for Eligibility 
• U.S. citizens and U.S LPRs.
• Citizens of other countries who are admissible to the United States and are in possession 

of all required entry documents.  
• Must be admissible to the U.S. without a waiver. 
• Approved Global Entry and NEXUS members who are in possession of a TTP RFID

enabled card may use the SENTRI lanes, provided they are traveling in a SENTRI 
registered vehicle. Members can also use the SENTRI pedestrian lanes     

3.4 NEXUS Criteria for Eligibility

• U.S. citizens and U.S. LPRs who are admissible to Canada and are in possession of all 
required entry documents.  

• Canadian citizens or landed immigrants of Canada who are admissible to the United 
States and are in possession of all required entry documents.  

• Must be admissible to the U.S. without a waiver. 
• Approved Global Entry and SENTRI members who are in possession of a TTP RFID

enabled card may use the NEXUS lanes entering the U.S. at land border locations, and by 
sea for small boats.   

3.5 Global Entry Criteria for Eligibility

• U.S. citizens and U.S. LPRs.
• Citizens of countries approved for participation through reciprocal bi-national Trusted 

Traveler arrangements in designated nonimmigrant classifications.  These individuals 
must be admissible to the United States and be in possession of all required entry 
documents.  (Refer to Appendices)  

• Must be admissible to the U.S. without a waiver. 
• Approved NEXUS members may use Global Entry kiosks, provided their fingerprints 

and documents are on file.  
• Approved SENTRI members who are U.S. citizens or LPRs may use Global Entry 

kiosks, provided their fingerprints and documents are on file. Mexican nationals 
approved in SENTRI must apply for Global Entry through GOES, and will be vetted by 
Mexico.  Upon successful vetting by Mexico, Mexican nationals may be approved for 
Global Entry and use Global Entry kiosks.     

3.6 FAST Criteria for Eligibility

• U.S. citizens and U.S. LPRs driving a commercial conveyance into Canada who meet all 
legal and regulatory requirements (including valid admission documents). 

• Canadian citizens or landed immigrants of Canada driving a commercial conveyance into 
the United States who meet all legal and regulatory requirements (including valid 
admission documents). 

• Mexican citizens or residents driving a commercial conveyance into the United States 
who meet all legal and regulatory requirements (including valid admission documents). 

• Must be 18 years of age or older and possess a valid driver’s license. 
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There are two versions of the FAST Driver program – FAST North and FAST South.  FAST 
participation requirements along the northern and southern border are very similar with minor 
exceptions. 

• For FAST North at the northern border, the driver, carrier, and importer must all participate in 
the FAST Driver/C-TPAT programs in order to be eligible for FAST processing. 

• On the southern border the manufacturer must also be an approved C-TPAT 
participant.   

• FAST North is a bi-national program administered jointly by CBP and CBSA for 
expedited release into both countries.  

• FAST South is administered exclusively by CBP for expedited release into the U.S. 
only with inbound traffic management assisted by Mexico. 

3.7 Records
CBP officers are to determine the relevance of records that are discovered during the vetting 
process and their connection to the applicant.  The mere existence of a record does not mean an 
applicant should be denied membership.  There must be some association of the record to the 
applicant.  Examples of records that may be found, but are not directly connected to the applicant 
include: 

In the case of pending or dismissed charges, certified court records will be required before 
acceptance into a TTP.  The applicant is responsible for providing proof of final disposition.  If 
no disposition is available, then the charges will be treated as a conviction. Dispositions must 
come from courts or other government sources.  Letters from attorneys on behalf of their clients 
cannot be used to determine a disposition.  Court documents will not be required if the 
disposition is listed in the FBI record.

3.8 Special Considerations Regarding Minors in Trusted Traveler Programs  
A child may be enrolled into a TTP even if the parents are not enrolled.  However, a parent or 
guardian must be present at the time of interview of the minor.  If the custody of the child is not 
made clear during the interview, the parent or guardian must provide certified copies of legal 
documentary evidence of custody.  Upon approval, minors (age 17 and under) will not be 
required to present any further documentation of custodial permission when crossing.  
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5.2 Risk Assessment Worksheet  
The RAW is generated by the vetting officer and includes the vetting queries conducted at the 
VC. The RAW is attached to the biographic details section of an applicant’s summary page in 
GES. A RAW must be completed for every application.
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When interviewing the applicant, officers will ask the applicant to clarify, address or explain the 
issues noted in the RAW   
If the issue(s) are resolved, the interviewing officer must annotate the resolution in the comment 
section in the biographic details link in GES.   

5.3 Supervisory Discretion at the Vetting Center

5.4 Vetting Status
The “Vetting Status” box reflects the decision of the VC supervisor, which may override the 
recommendation of the vetting officer. 
  
5.5 Criminality
During the vetting process, a criminal history biographic check is conducted on applicants.   
criminal history is discovered and the applicant appears to be ineligible for the program, the VC 
will conditionally approve the application and the RAW will be annotated “POTENTIALLY 
HIGH RISK.” This is specific to III results only. The VC is not restricted from denying the 
application for criminality if the information is obtained from other than III. This indicates to the 
EC officer that particularly close attention should be paid to the criminal history.  The EC officer 
must review the criminality and request that the applicant obtain court documents as 
necessary/relevant.  Applicants can only be denied program membership on criminal grounds 
discovered through a query of III after fingerprints are submitted to IAFIS for biometric 
verification, unless the criminal history is disclosed on the application.   
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DEPARTMENT OF MORTOR VEHICLE (DMV) AND THE WHOLE OF 
DEPARTMENT OF HOMELAND SECURITY (DHS) APPROACH 

December 23, 2019 
11:00 am  

Saint Elizabeth

Overview: 
Passage of the New York (NY) “Green Light Law,” (A3675B) has denied U.S. Customs and 
Border Protection (CBP) and U.S. Immigration and Enforcement (ICE) access to the NY 
DMV records through the National Law Enforcement Telecommunications System 
(NLETS).
This meeting is to discuss the impact that the Green Light Law has on DHS and its 
components.  
You will be meeting with SOPDDS Cuccinelli, ICE Director Albence and United States 
Citizenship and Immigration Services Deputy Director Koumans.  

Discussion Points:
The lack of access to NY data has significant enforcement and targeting implications to U.S. 
Customs and Border Patrol (USBP) and Office of Field Operations (OFO).  While the impact 
will be greatest in the Northeast region, it is a national issue.  Nationwide, CBP will not be 
able to determine if a NY Driver’s License (and/or other state identification (ID) is valid, or 
obtain Vehicle or Vessel Registration data such as the vehicle’s/ vessel’s owner and 
registered address.
Lack of NY data could cause CBP to miss potentially vital derogatory information linked to a 
vehicle, vehicle registration, or license plate.  NLETS data is a major component when users 
run subject and vehicle queries. 

CBP averaged 7,000 queries a day against NY data through TECS. 
CBP loses the ability to have checks completed at the border to identify fleeing or 
returning fugitives, subjects with known criminality, or subjects with potential relation to 
domestic terrorism.   
CBP will be unable to identify travel of Registered Sex Offenders from NY, including 
Child Sex Offenders, which could potentially allow predators to operate in other 
locations. 
CBP loses the ability to quickly mitigate potential high-risk shipments entering the 
country by utilizing NLETS to link entities related to the shipment.  

CBP’s National Law Enforcement Communications Center (NLECC) will not be able to 
provide information on NY data to their customers (Air and Marianne Operations (AMO), 
USBP and OFO) who often call for enforcement checks while in the field. 

During a traffic stop, CBP will be unable to identify who the registered owner of a 
vehicle is prior to approaching the vehicle, a significant officer safety issue.  
If an Agent is injured, or killed, during a vehicle stop responding Agents will not know 
the address that corresponds to the associated vehicle. 

CBP is unable to verify the validity of NYS Enhance Driver’s License (EDL).  
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AOR (Field Office) Database (Name) Jursidiction (State, County, Parish) Current Access (Y /N) Date Database Will Be Restricted / Was Restricted Operational Impact (Narrative ‐ ex. Local vehicle registration information; criminal history access lost) Other Federal Agencies Lost Restriction (If Known) Comment

Boston
Boston Regional Intelligence Center 
(BRIC) Boston, MA N Dec‐19 The BRIC shared information alerts about crime, shootings, gang violence, ex offenders, etc.   Unknown

Boston

CT DMV data through the Connecticut 
On‐Line Law Enforcement 
Communications Teleprocessing 
(COLLECT) State of Connecticut

Yes for COLLECT 
generally, but limited 
access for DMV data 
(see "operational 
impact") Oct‐19

COLLECT allows access to various CT state systems  DMV, DOC, and NLETS.  As of October 2019, ERO has limited access CT DMV 
records through COLLECT, but full access to  DOC and NLETS. Unknown

Boston
Municipal Access of the Judicial 
Electronic Bridge (MAJEB) State of Connecticut N Oct‐19

The MAJEB database is supported by CT Probation and the PRAWN warrants database.  In regards to partnership, probation no 
longer directly works with ICE, the CT state jails no longer provide a daily intake list of those foreign born that are in state custody, 
and detainers are not honored unless the alien has been convicted of a Class A or B felony. 

Unknown

Boston VT DMV data State of of Vermont N Never had access ERO has never had access to VT DMV.  Any information must be obtained through TECS or NLETS.   Unknown

Note that while ERO also does not have direct access to VT Dept. of Corrections data, ERO does 
have an MOU with the VT DOC in which they agree to send us a daily roster of everyone under 
VT DOC custody, to include probation and parole.  It is a script they run from their system.  We 
get a data file that we can then import into Excel.

Boston RI DMV data State of Rhode Island N Never had access No direct access to RI DMV data; must be accessed via the RI Fusion Center. Unknown
BUF Dept of Motor Vehicles New York State N 12/12/2019 Unable to run records checks, known stolen vehicles, wants and warrant  and vehicle registration information.  H.S.I., OFO, BP, USMS,  Eliminates ICE efforts to identify operators of vehicles, vehicle stolen and if subject is wanted
BUF NLETS New York State N 12/12/2019 Unable to receive/confirm active wants/warrents from New York State H.S.I., OFO, BP, USMS,  Eliminates ICE efforts to identify operators of vehicles, vehicle stolen and if subject is wanted
BUF Ejustice New York State Limited 12/12/2019 Unabe to run DMV record checks and vehicle registration information. H.S.I., OFO, BP, USMS,  Eliminates ICE efforts to identify operators of vehicles, vehicle stolen and if subject is wanted

BUF Bail Elimination Act New York State 1/1/2020

Starting 01/01/2020 New York State will enact the Bail reform act.  NYS will stop using cash bail thus not booking subjects into a 
detention facility.  Subjects charged with certain crimes will be automatically released to appear at a later date.  Booking data for 
all elligable crimes will not be known to ICE or other federal partners.   All law enforcement agencies

CHICAGO ICLEAR COOK COUNTY, IL  NO Jun‐19 CRIMINAL HISTORY, VEHICLE INFORMATION, ADDRESSES USED. HSI
CHICAGO OMS Marion County, IN N Approximately 3 years ago Jail information on all prisoners in marion county Reason it was lost because it was on a secure system.  It would probably need a standalone compu
Los Angeles CalPhoto California N Restricted on 07/25/2019 Access to photos, driver license and criminal  unknown
Los Angeles JDIC/CLETS ‐ Justice Data Interface ControCalifornia N Restricted on 07/25/2019 Local vehicle registration information; criminal history access lost unknown

Miami Suntax State Y
Still have access no indication or communication form 
State of losing/restricting access Florida Suntax   database used to obtain collected public revenue (taxes and fees) N/A

DAVID State Y
Still have access no indication or communication form 
State of losing/restricting access Florida DAVID   database used to obtain driver and vehicle information  N/A

FLCCIS State Y
Still have access no indication or communication form 
State of losing/restricting access

Florida Comprehensive Case Information System   database used for court case information, Official Records and performance 
and accountability measures N/A

NEWARK NLETS New Jersey Y There has been no official announcement date of the 
database restriction.   It is unknown at this time when 
the law will be officially implemented in the State of 
New Jersey. 

The loss of access will impact ERO Newark's ability to obtain local vehicle registration and driver's license information. None Known ERO Newark currently has access to verify driver’s license information from the State of New 
Jersey via NLETS for verifying removability or public safety threats. It is believed that the State of 
New Jersey will follow New York’s policy and restrict this access to ICE and CBP once the new law 
goes into effect. Currently, the only information that ERO Newark has lost access to is the non‐
database sharing of police reports/photographs from local LEA’s and the weekly superior court 
conviction list.

FNY NYSDMV Dial‐In (VPASS) New York State N Restricted on 12/17/19 No longer able to query driver license history/issuance, vehicle registration history/issuance.

Any user must agree to not use any data for civil 
immigration enforcement nor share it with anyone 
for that purpose.

FNY NLETS New York State N Restricted on 12/16/19 No longer able to query driver license history/issuance, vehicle registration history/issuance from NY State. CBP
Philadelphia PARS Philadelphia County N 8/31/2018 Unable to review arrests in City of Philadelphia to identify foreign born nationals amedable to removal proc. None
SEA OMNI WA State N Summer of 2018 Unable to access photographs, dates of birth and DOC numbers
SEA JBRS Nationwide N  October 2017 Unable to access inmate rosters, dates of birth, or nationality listed
SEA INGRESS King County, WA N February 2019 Unable to access inmate rosters, dates of birth, or nationality listed
SEA JILS King County, WA N February 2019 Unable to access inmate rosters, dates of birth, or nationality listed
SEA DAPS WA State N  February 2018 Unable to access vehicle registrations, state IDs and addresses
SEA NLETS WA State Y Will be restricted ‐ date unknown Criminal history, vehicle registration addresses
San Francisco CLETS State of CA N Was restricted ‐ terminated on 10/02/2019 Unable to obtain CA criminal history that may not be available via TECS, CA DMV license plate and Driver's license information,  Unknown
San Francisco CJIC County of Santa Clara, CA N Was restricted ‐ terminated on 11/19/2018 Unable to obtain criminal case information, court hearing information, custody information, addresses, vehicles involved, emergencUnknown
San Francisco Justice Partner County of Monterey, Superior Court Y Was restricted ‐ limited to current users, no new users (d Unable to add new users to access court case information including conviction documents, addresses, and upcoming court dates. ExUnknown
San Francisco CALDOJ (i.e.CJIS ) County of Stanislauss, CA  N Was restricted ‐ terminated on 10/02/2019 Unable to obtain inmate booking information Unknown
San Francisco Calphoto State of CA N Was restricted ‐ terminated on 10/02/2019 Unable to obtain CA Booking Photos, Driver's license photos, plate and Driver's license information Unknown
San Francisco KPS System County of Sacramento, CA  N Was restricted ‐ terminated on 10/02/2019 Unable to obtain addresses, photos and vehicle information Unknown
SND CLETS CA N 10/15/2019 Main database that feeds into the other systems that ERO lost access to and affected all other databases listed below. Unknown
SND eSun CA N 10/15/2019 Vehicle registration nformation, criminal history, DMV records, parole information. Unknown
SND CalPhoto CA N 10/15/2019 Drivers license photo's and booking photo's. Unknown
SND COPLINK San Diego County N 10/15/2019 Local database that all local police departments feed into. Incident reports, field interviews. Unknown
SND SRFERS San Diego County N 10/15/2019 Incident reports, field interviews, and license plate readers. Unknown
SND County Locals San Diego County N 10/15/2019 Probation, county properties, court dispostions with court case numbers, restraining orders, local warrants. Unknown
SND eJIMS San Diego County N 10/15/2019 San Diego Sherriffs department booking information, visitor information with relationship and and address information, immigratio Unknown
SND eWarrants San Diego County N 10/15/2019 Local warrants. Unknown
SND SDLaw San Diego County N 10/15/2019 Sherrifs portal to access all county applications (CLETS, eWarrant, eSun, eJims, County Local, DMV, NLETS criminal histories). Unknown
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