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Utility data — such as electrical and gas consumption — can reveal highly sensitive
information from people’s homes. And newer smart meters increase this risk immensely
by reading consumption data at much higher frequency and detail. Such fine-grained
data collection allows for the tracking of when and how many people are at home, their
activities, behaviors, sleep patterns, and even what type of devices are used. Already,

an estimated 107 million smart meters were deployed by 2020, covering 75 percent of
U.S. households.!

Without proper safeguards in place to prevent misuse of this information, utility data
can easily become an attractive target for undirected law enforcement fishing
expeditions. Even less-detailed analog meters have been misused by law enforcement;
the Austin Police Department used electrical consumption data from thousands of
people to search for potential cannabis growers based on their assumed higher
electricity usage.?

Courts have begun to recognize the dangers that these practices pose to our civil
liberties. In a unanimous decision, the Seventh Circuit ruled that the Fourth
Amendment protects energy consumption data collected by smart meters.? New Yorkers
deserve these protections, too.
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The legislature can establish affirmative guardrails around sensitive utility data to
protect New Yorkers’ right to privacy. A.7817/S.3019 would ensure that electricity and
gas consumption data is not shared with law enforcement absent a court ordered
subpoena, warrant, or the affected person’s written, informed consent.

Access to basic necessities like electricity and gas should not mean opening up one’s
home to the prying eyes of law enforcement. And while smart meters might have
certain benefits, they should not become a tool to circumvent constitutional privacy
protections.

The New York Civil Liberties Union supports A.7871/S.3019 and urges
lawmakers to pass it promptly.



