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I INTRODUCTION

The NYCLU, the New York State affiliate of the American Civil Liberties Union, is a
nonprofit, nonpartisan organization with eight offices and more than 90,000 members
and supporters across the state. The NYCLU’s mission is to defend and promote the
fundamental principles, rights and values embodied in the Bill of Rights of the U.S.
Constitution and the Constitution of the State of New York.

Protecting and expanding students’ rights is a core component of our mission, and
through our Education Policy Center, the NYCLU advocates for healthy school
climate and equitable access to quality education for all students.

The NYCLU submits these comments to urge greater Council oversight of education
technology (“EdTech”) deployed in New York City Public Schools
(“DOE/NYCPS”), particularly technology with surveillance capacity, given the
snowballing scope, harms,? fiscal impact and potential for waste in this sector.

NYCPS—both individual schools and the central office—routinely procures
controversial EdTech from for-profit, third-party vendors without adequately
scrutinizing these systems’ negative impact on teaching and learning, student privacy,
or democratic engagement in public schools, or their ethical, legal, or technical
implications. This tech greatly expands the presence of law enforcement in the lives
of young people by transforming their learning environments into sites of control,
censorship, and punishment. We urge the Council to leverage the budget process to
bring much needed transparency and accountability to this area.

I1. THE ELUSIVE NYCPS EDTECH ECOSYSTEM

The EdTech industry, including student surveillance, has grown into an over $3
billion ecosystem and has successfully shaped and controlled the narrative around its
products.? Products evolve quickly as vendors compete for lucrative public contracts,
including through marketing enhanced artificial intelligence (“AI”) capabilities and
adding features that are unlawful in New York such as biometric surveillance.* This

! Contact the Education Policy Center at schools@nyclu.org.

2 Extensive research literature finds that students attending “high surveillance” schools are less likely to stay engaged in school and
more likely to face exclusionary discipline and school pushout. (See, Juan Del Toro, Dylan B. Jackson, and Ming-Te Wang, “The
Policing Paradox: Police Stops Predict Youth’s School Disengagement Via Elevated Psychological Distress,” Developmental
Psychology (April 2022), https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9465843/; See also, Odis Johnson and Jason Jabbari,
“Infrastructure of social control: A multi-level counterfactual analysis of surveillance and Black education,” Journal of Criminal
Justice, (September 2022), https://hub.jhu.edu/2022/09/21/school-surveillance-security/.)

? See, Chad Marlow, Emily Greytak, Katie Duarte, et. al, “Digital Dystopia: The Danger of Buying what the Edtech Industry is
Selling,” ACLU, (2023), https://www.aclu.org/wp-content/uploads/legaldocuments/digital dystopia_report aclu.pdf.

4 See, for example, Federal Trade Commission, “FTC Takes Action Against Evolv Technologies for Deceiving Users About its Al-
Powered Security Screening Systems”, (November 26, 2024), https://www.ftc.gov/news-events/news/press-releases/2024/1 1/ftc-takes-

action-against-evolv-technologies-deceiving-users-about-its-ai-powered-security-screening.
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marketplace is vast, spanning video surveillance cameras, object and facial detection,
behavior detection and monitoring, device and communication monitoring software,
recording devices, and online monitoring and web filtering.

Much of this infrastructure is obtained through procurement processes that lack
meaningful community engagement or oversight. Not only is it difficult for school
community members to decipher or access the rooms where purchasing decisions are
made, but they are forced to play catch-up as they arrive at school to encounter
invasive products already in use. Often even the principals and IT staff making the
purchasing recommendations have an incomplete understanding of the products and
services they buy.

a. School Surveillance Cameras

The School Construction Authority (“SCA”) Capital Plan presents to the public a
$150 million “Safety and Security Program” for “state-of-the-art security technology”
with remarkable absence of detail. This presents significant barriers for the public to
learn about and scrutinize the SCA and third-party vendors.’

When NYCPS/DOE began the Internet Protocol Digital Video Surveillance
(“IPDVS”) capital improvement project in FY2005, the intent was to monitor
students ““so that school administrators and School Safety Agents (“SSAs”) can
identify and take preemptive measures against potentially problematic situations, such
as student loitering.”® Today there are more than 43,000 camera views online, both
live and archiving camera images of students’ and weaponized against young people
to investigate and punish everyday infractions of school rules.®

In the proposed plan for FY2025-2029, the SCA will continue installing IPDVS,
including an estimated 150 to 200 sites that will receive a “complete technical refresh,
including the replacement of their current cameras that are no longer supportable with
the latest digital cameras that provide much greater resolution and viewing clarity
than those previously deployed.” Short on details, the public relies on Council
budget oversight to shine a brighter light on the technical capabilities of these new
camera models, the actual capital costs, and the vendors behind these systems.

b. Weapons Detection Systems

* School Construction Authority, “DoED February 2026 Five-Year Capital Plan — Proposed Plan — February 20267,
http://nycsca.org/Community/Capital-Plan-Reports-Data.
® NYC Department of Education Division of Instructional & Information Technology, “NYC DOE DIIT School Standards”,
https://publicdata.usac.org/SL/Prd/Form470/402282/250026691/Appendix%201%20%20NY C%20DOE%20DIIT%20School%20Stan
dards%20v7.1.pdf.
7 School Construction Authority, supra note at 4.
8 Researchers have found the presence of cameras can heighten students’ fear for their safety at school while evoking perceptions that
they deserve to be surveilled (See, Sarah Lindstrom Johnson, Jessika Bottiani, Tracy E. Waasdorp, et. al., “Surveillance or
Safekeeping? How School Security Officer and Camera Presence Influence Students’ Perceptions of Safety, Equity, and Support,”
Journal of Adolescent Health (December 2018), https://pubmed.ncbi.nlm.nih.gov/30197197/); The National Association of School
Psychologists cautions schools citing the impact of surveillance on student wellness (See, “Research Summaries: School Security
Measures and Their Impact on Students,” National Association of School Psychologists (2018),
https://www.nasponline.org/Documents/Research%20and%20Policy/Research%20Center/School Security Measur es_Impact.pdf).
? School Construction Authority, supra note at 4.
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The FY2027 Preliminary Budget proposes a NYCPS/DOE contract with the NYPD
of $387,484,536, an increase of $15,462,854 from the FY26 Modified Budget.!* !
This contract includes $4,903,848 in OTPS spending within the NYPD School Safety
Division (“SSD”), which, under the category of “equipment general” (budgeted for
$2,027,000) includes contracts for policing technology like metal detection
equipment. Also, of note here: SSD OTPS was utilized to purchase the surveillance
tool from SaferWatch from 2023-2024 that rolled out without Council oversight and
the purchase of which was at the center of a federal investigation.!?

Spending on school metal detection equipment comes from both the NYPD SSD
OTPS and SCA capital projects, making the entire sum difficult for the public to
capture. Students have attempted to use the Council’s budget oversight process and
Panel for Educational Policy’s (“PEP”) annual adoption of the Capital Plan
amendments as a forum to voice their concerns, while recognizing decisions so often
fall outside of such venues.

In December 2023, for example, then-Mayor Adams announced a new model of
school metal detectors approved by the Mayor’s Office of Management and Budget
(“OMB”), through vendor CEIA USA,'3 where the city would replace scanners at 79
full-time scanning schools and 9 random scanning schools,'# at a cost of $4 million. !>
To date, the NYPD SSD continues to pay CEIA for equipment and data processing
supplies to operate these machines.'® At the same time, school staff and students
report routine dysfunction with the new equipment, and there has been no formal
public engagement.

It has historically been rare for metal detector contracts to come before the PEP, and
students most impacted have been largely shut out of the conversation on the efficacy
of this school policing equipment. In one circumstance, in April 2025, NYCPS
leveraged the “emergencies” exception'’ to PEP approval policy and procedures,
where an “emergency contract” was presented to the PEP for the expedited
procurement of 15 x-ray and magnetometer scanning devices.!® The contract was
retroactive and implemented prior to approval by the PEP, as the scanners were
already in schools by the time the PEP voted and members of the public spoke out at

'Y NYC Office of Management and Budget, “February 2026 Departmental Estimates, Fiscal Year 20277,
https://www.nyc.gov/assets/omb/downloads/pdf/feb26/de2-26.pdf.

! The FY26 Adopted Budget for this contract was $372,444,845. See, NYC Office of Management and Budget, “Supporting
Schedule”, https://www.nyc.gov/assets/omb/downloads/pdf/adopt25/ss6-25.pdf.

12 See, Alex Zimmerman, “NYPD plans to launch a school hotline for safety and mental health issues. Advocates are wary,” Chalkbeat
New York, (October 26, 2023), https://www.chalkbeat.org/newyork/2023/10/26/23933889/nypd-school-tip-line-safety-mental-health-
saferwatch-police/; See also, Greg B. Smith, “Ex-NYPD Official Indicted for Accepting Bribes From Tech Exec in Scheme First
Reported by THE CITY,” THE CITY, (February 12, 2026), https://www.thecity.nyc/2026/02/12/kevin-taylor-phil-david-terence-
banks-saferwatch-indictment/.

3 NYC Office of the Mayor, “Transcript: Mayor Adams Holds In-Person Media Availability”, (December 12, 2023),
https://www.nyc.gov/mayors-office/news/2023/12/transcript-mayor-adams-holds-in-person-media-availability-december-12.

!4 Cayla Bamberger, “NYC beefing up school security with new safety agents, high-tech scanners”, Daily News, (December 14,
2023), https://www.nydailynews.com/2023/12/14/nyc-beefing-up-school-security-with-new-safety-agents-high-tech-scanners/.

15 Capital Contracts to CEIA USA resulting from the announcement amounted to $4,008,636.00, per information reported by
checkbook.nyc.

16 Per information reported by checkbook.nyc.

"NYC Department of Education, “Procurement Policy & Procedures” (Section 3-09), https://infohub.nyced.org/docs/default-
source/default-document-library/departmentofeducationprocurementpolicyandprocedures.pdf.

'8 See, “Contracts Agenda for the Meeting of the Panel for Educational Policy — Wednesday, April 30, 2025”,
https://www.schools.nyc.gov/docs/default-source/data/final-contracts-agenda5d08a47¢e-849¢-4708-bede-
09b01c30a9ed.pdf?sfvrsn=481d60bc 1.
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the meeting—the contract with Smiths Detection was prepared and the check was
issued in December 2024, months before it was presented to the public on the
contracts agenda.!’

c. Student Activity Monitoring EdTech

Of the exemptions from PEP contract approval authority is where the contract is
made directly by an individual school.?° According to the Special Commissioner of
Investigation’s review of school-level procurement procedures rules violations,
procurement by DOE/NYCPS at the school level totaled $386 million for Fiscal Year
2025—demonstrating tremendous potential for waste.?! Many contracts for student
monitoring products, including those with the potential for serious harm, move
through this route. As a result, spending on specific products is allowed to accumulate
across the system but the products and contracts escape public oversight.

As an example of a disconcerting product growing in popularity, individual schools
are increasingly contracting for electronic hall pass products?? that monitor, track, and
store data on student movement within the school building, constrain student
bathroom use, and surveil and scrutinize student friend groups in the name of
“encounter prevention” by utilizing “Al-powered detected encounters.”??® Strictly
monitored limits on time spent out of the classroom mean that some students suffer
unnecessary discipline consequences for cutting class, being late, and other code
infractions.

Another rapidly expanding EdTech market is vape detectors** as vendors compete for
settlement funds denoted for student vaping enforcement—$15 million of which
recently went to NYCPS.? This tech is known for flooding admin with erroneous
alerts, whereby school police are nonetheless deployed to patrol bathrooms and locker
rooms, escalating conflict while neglecting to address the root causes of why students
vape.?® Alarmingly, competition within this market means vendors are expanding
their dubious claims to include Al-enhancements,?” “aggression” and “bullying”
detection, listening devices, and cellphone detection capabilities.?®

!9 Referencing Emergency Declaration Appendix A, Smiths Detection Equipment Proposal; See also, checkbook.nyc for vendor
Smiths Detection Inc. under the School Construction Authority.

2 NYC Department of Education, supra note 17 (Section 2-08 Panel for Educational Policy Approval).

2! The Special Commissioner of Investigation for the New York City School District, “Re: SCI Review of DOE School-Level
Procurement Procedures Rules Violations SCI Case #: 2024-05956”, (December 30, 2025), https://nycsci.org/wp-
content/uploads/2026/01/202405956 Procurement.pdf.

22 See example NYCPS contracts for: SmartPass, Securly, Minga, Raptor, GoGuardian, and Navigate360.

2 See SmartPass, “Encounter Prevention: Prevent two or more students from being the hallways at the same time,”
https://articles.smartpass.app/en/articles/6856238-encounter-prevention.

2% See example NYCPS contracts for: Triton Sensors, Zeptive, and IPVideo Corporation.

2 NYC Office of the Mayor, “Transcript: Mayor Adams, Attorney General James Announce $27 Million Coming To New York City
To Combat Youth Vaping Epidemic”, (June 12, 2024), https://www.nyc.gov/mayors-office/news/2024/06/transcript-mayor-adams-
attorney-general-james-27-million-coming-new-york-city-to.

26 See, for example, Talia Richman, “MCPS vape sensors bombarded administrators with false alarms”, The Baltimore Banner,
(September 17, 2025), https://www.thebanner.com/education/k-12-schools/mcps-vape-sensors-
IEAWKYO67FCJZIR4DMSLNANWEU/.

%7 See, for example, FlySense by Soter Technologies markets an “Al-powered vape and bullying detector”,
https://www.sotertechnologies.com/flysense-fs300/.

8 See, for example, Triton Sensors alleges “patented sensor to detect cell phone use and policy evasion”,
https://www.tritonsensors.com/cell-phone-detection.
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A community member looking to understand the cost of an EdTech product to their
school’s budget would open the Galaxy Allocation and see only terms like
“Educational Software” without further detail.

Third-party vendors must agree to comply with federal, state, and local laws, the
NYCPS Data Privacy and Security Policies, and the NYCPS Parent Bill of Rights for
Data Privacy and Security, and complete a questionnaire to provide more information
to parents, students, and the public about data security practices. But this process too
is flawed. NYCPS directs parents to contact their school principal if they would like
to know which vendor(s) the school uses or partners with.?° In recent tests of this
process, parents frequently are themselves questioned or receive incomplete and
disjointed responses. The opportunity is ripe for the Council to advance transparency
in EdTech, about which students, educators, parents and families have significant
questions.

d. Chromebooks & Student Device Monitoring EdTech

At the end of 2025, the City committed to paying upwards of $320 million for
350,000 LTE-connected®® Chromebooks, after the PEP authorized the Chromebooks
contract that June; among the top five master agreements held by NYCPS/DOW is
with vendor CDW Government LLC to provide Chromebooks.?! Layered onto this
school-issued tech is Al-powered student device monitoring through contracts with
controversial vendors like GoGuardian and Securly. These products function as
Chromebook-scanning spyware: software that surveils “all student activity across
email, documents, social media, and web browsing,”? flagging students for discipline
and notifying law enforcement of certain content.>* In a highly reported incident in
Arizona, for example, software vendor Gaggle used Al keystroke monitoring
software to flag typed but deleted text on the school-issued Chromebook, resulting in
a student’s suspension.®*

These products, by design, collect extensive details about students’ lives, exposing
the most intimate details to DOE/NYCPS and commercial vendors in suspect ways.>?

 Referencing “Supplemental Information for Parents About DOE Agreements With Outside Entities”,
https://www.schools.nyc.gov/about-us/policies/data-privacy-and-security-policies/supplemental-information-for-parents-about-doe-
agreements-with-outside-entities/vendors-a-h.

30 See Zachary Groz, “Inside Eric Adams’s School Chromebook Spending Spree”, New York Focus, (December 22, 2025),
https://nysfocus.com/2025/12/22/eric-adams-school-chromebooks-contract.

31 Per information reported by checkbook.nyc.

32 See, Securly, “Make sure no student slips through the cracks”, https://www.securly.com/respond.

33 See, for example, Mark Keierleber, “Survey Reveals Extent that Cops Surveil Students Online — in School and at Home,” The 74
(August 3, 2022), https://www.the74million.org/article/survey-reveals-extent-that-cops-surveil-students-online-in-school-and-at-
home/.

3% See, for example, Sam Dingman, “A Tucson high schooler got suspended when Al caught him typing — and then deleting — a
joke,” KIZZ, (August 18, 2025), https://www.kjzz.org/the-show/2025-08-18/a-tucson-high-schooler-got-suspended-when-ai-caught-
him-typing-and-then-deleting-a-joke.

35 Chad Marlow, Emily Greytak, Katie Duarte, et. al, supra note 3.
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Third-party databases bring with them the possibility for data breaches of sensitive
information?® and invasive surveillance by law enforcement.’’

Given the alarming and largely unknown capabilities of this software at play, we urge
the Council to use the budget oversight process to shine a light on NYCPS policy and
procurement decisions—particularly by encouraging NYCPS to articulate the defined
needs that schools are looking to the private surveillance sector to solve, by
examining research and testing of the products, and by pushing NYCPS to enact
better guardrails for student privacy.

III. RECOMMENDATIONS
a. Condition Department of Education Funds on AI EdTech Transparency

As schools increasingly adopt Al-enabled technologies with little transparency or
oversight, the Council can advance a comprehensive public audit of Al tools currently
in use as a step towards providing families and students with accessible information
and opportunities to question or opt out of these systems. Features of Al-enabled tools
such as predictive policing, performance prediction algorithms, geolocation and
social connection tracking, and student device monitoring have the capacity to turn
students’ digital footprints into punitive discipline and police interventions—opening
the door to a new digitalized school-to-prison pipeline.*® The harms are not evenly
shared, as the research shows that these tools disproportionately target and push out
Black youth, youth with disabilities, immigrant youth, and LGBTQ+ youth.*

Over the past several months, resolutions have been approved across Community
Education Councils (“CECs”) in part advocating that (a) parents should be informed
of any use of Al that collects data about students and (b) parents should be given the
right to informed consent and to opt their children out of the use of Al that collects
their student’s information.*’As of December 4, 2024, vendors are required to adhere
to additional Al-related standards, including that any Al technologies must be
disclosed to NYCPS/DOE.*! When going through the data privacy and security
compliance process, vendors must disclose any use of Al technologies in their
products and services.*?

36 See, for example, “Data Security Incidents with PowerSchool and Illuminate Education”, https://www.schools.nyc.gov/about-
us/policies/data-privacy-and-security-policies/data-security-incidents; See also, Order on Consent and Administrative Settlement
(New York State Education Department Enforcement Action against Raptor Technologies),
https://www.nysed.gov/sites/default/files/programs/data-privacy-security/raptor-technologies-ooc.pdf.

37 See, for example, Mark Keierleber, “ICE Taps into School Security Cameras to Aid Trump’s Immigration Crackdown, 74
Investigation Finds”, The 74, (February 10, 2026), https://www.the74million.org/article/ice-taps-into-school-security-cameras-to-aid-
trumps-immigration-crackdown-74-investigation-shows/.

3% See Clarence Okoh, “Al is supercharging child surveillance and the school-to-prison pipeline”, The Hill, (November 21,2023),
https://thehill.com/opinion/technology/4319035-ai-is-supercharging-child-surveillance-and-the-school-to-prison-pipeline/.

3 Id.; See, also, Odis Johnson, Jason Jabbari, “Infrastructure of social control: A multi-level counterfactual analysis of surveillance
and Black education”, Journal of Criminal Justice, Volume 83, (2022), 101983, ISSN 0047-2352,
https://doi.org/10.1016/j.jcrimjus.2022.101983.

40 See, for example, “CEC22 Resolution in Support of Al Caution”, (Approved March 3, 2026),
https://drive.google.com/file/d/1s5PhWZ-OUtwNvmEUH3W_ w0SmbJJIyY81/view.

4 Referencing “Data Privacy and Security Compliance Process”, https://infohub.nyced.org/in-our-schools/policies/data-privacy-and-
security-compliance-process#aipolicies.
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We urge the Council to incorporate new Terms and Conditions requiring
NYCPS/DOE to submit reporting to the Council, disaggregated also by school DBN,
providing information on the number, contract ID, and value of contracts entered into,
renewed, or extended, and the name of vendors selected pursuant to these contracts,
for the previous school year, where the vendor utilizes artificial intelligence features
in their products and services.

b. Reject Introduction 0327-2026

The NYCLU has previously testified against the passage of Introduction 327 and any
expansion of the non-public school security guard reimbursement program.** One of
our concerns is the budgetary implications of this proposal, as program expansion
may pull millions more from the General Fund.** As written, this proposal, covering
the costs of the purchase and installation of cameras, potentially for over 500
currently eligible schools, will fall well beyond the council’s estimate.*> For this
reason and more, we again urge the Council to reject this legislation.

IV.  CONCLUSION

Without question, the tremendous and yet untold sum of city spending on surveillance
EdTech requires more oversight. The absence of transparency and accountability has
enabled secretive decision-making, irresponsible contracting, and the de facto
exclusion of parent and student participation in municipal and school budgeting.

Schools are increasingly turning to surveillance EdTech as a false solution, often with
little evidence, oversight, or efficacy. We urge the Council to use its influence this
budget cycle to bring harmful and misguided city spending to light and support
students, families, and educators looking for real answers from decision makers.

“NYCLU, “Testimony to New York City Council Committee to Combat Hate Regarding Intros 001-A, 175-A, 327, and 388”,
(February 25, 2026), https://www.nyclu.org/resources/policy/testimonies/testimony-to-new-york-city-council-committee-to-combat-
hate-regarding-intros-001-a-175-a-327-and-388.

4 There are discrepancies between the Council’s Int 0327-2026 Fiscal Impact Statement [The Council of the City of New York
Finance Division, “Fiscal Impact Statement Int. No: 327, (Date Prepared: February 4, 2026),
https://legistar.council.nyc.gov/View.ashx?M=F&ID=15272276&GUID=F6E7C19E-3DC2-4BB1-89FF-C604D4D53600] and the
Council’s Int 0532-2024 Fiscal Impact Statement [The Council of the City of New York Finance Division, “Fiscal Impact Statement
Proposed Int. No: 532-A”, (Date Prepared: December 13, 2024),

https://legistar.council.nyc.gov/View.ashx ?M=F&ID=13634297&GUID=34CD5C11-254A-49BB-A6D7-4CB9DA3DIDC1]. While
the Int 0327 statement claims, “Although the legislation would expand the scope of reimbursable costs to include security cameras, the
legislation would not amend the amount of funds appropriated for the reimbursement program, which total $35,000,000,” the
legislation’s $35M funding maximum refers to “subdivision b or the “Nonpublic school security guard reimbursement program,”
separate and apart from subdivision “n” for “video surveillance cameras.” Further, the Int 0532-2024 statement projects the cost of
expanding the security guard reimbursement program would amount of $16,322,303 on top the existing annual expenditure of the
program pursuant to Local Law 2 of 2016 establishing the program of $18,521,931 — amounting to a total of $34,844,234.
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